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Industry 4.0

Transcending Industry 4.0
Transformation – A Success Story

Nakul Sardesai
Manager, Business Development,
Indicus Software Pvt. Ltd.

A

impact of a testimonial is not when
someone writes it online on your
website or sends you an email praising
your efforts. It is when the customer gives
you repeat business and explores your
solutions for other business functions. This
is your Eureka moment. Everything else is
undoubtedly very motivational; however,
we all must accept repeat business is
ecstatic.
The real icing on the cake is when
executives from other companies are on
an industry visit and see your solution,
then ask to reach you because they
want what they see. This is the beauty
of a successful I4.0 solution packaged
and delivered. Seems easy, doesn't it…..
Nothing could have been more contrary
….. The real journey is filled with a diverse
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set of challenges and roadblocks, but the
outcome is worth every minute of the
midnight oil burned.
It all began in 2016 when our CEO
and team met with the C-Suite of tier 1
automotive MNC in Maharashtra, India.
It had been a while we were trying to
connect with the top management of the
company and were quite excited to have
made it here. The room was filled with
shop managers and strategists from every
section of the plant. Our company profile
presentation with I4.0 digitalization
approach and the demo of industry
implementations in Japan and India went
quite well. The meeting was followed by
an industry 4.0 audit of current status and
future scalability. We were exhilarated to
come across a host of initiatives we could
contribute towards. We left the plant at
that and came back with a proposal for ITOT convergence where multiple solutions
would be developed and implemented
bringing about visibility in overall
plant operations, enabling mid and top
management to make faster decisions
based on real-time actionable reports
which would lead to overall operational
excellence.

Production Maximization
and Cost Optimization
There was a need for historical data
storage and better visibility in the body
shop. To identify potential bottlenecks,
it was necessary to analyze data from
existing systems in an automated fashion.
Analysis of BMS utilities and equipment
log sheets to reduce utility consumption
and control emissions. Cross Shop reports
and dashboards to integrate data across
shops to create actionable reports and
dashboards. Tablet-based application
to categorize causes of TPM losses such
as unplanned downtime. Bring about
maintenance efficiency by analyzing
historical data over the years & predicting
pre-failure stages of critical production line
equipment.
With our award-winning vertical
and hardware agnostic rapid IoT and AI
application development and execution
platform "CONTINEO," we were confident
of delivering a couple of PoCs that we had
proposed and agreed to do for their body
shop and utility shop’s operational visibility
in just a few weeks. At that moment in
time, the challenge was data from PLCs

was stored for only 24 hours;
PLCs were capturing only a few
parameters, and there were gaps
in the error analysis.
The team took up the
challenge positively and started
the technical requirement
gathering work promptly. Soon
we were able to fetch data
every 500 milliseconds from the
SIEMENS PLCs, store the data and
analyze remotely, thus allowing
the automotive company to have
perpetual access not just to the
data but actionable insights.
Body shop department which
was capturing data only for jobs
that too for the last 24 hours,
started getting information
remotely and accessible for jobs,
as well as machine parts failure
and errors. We could provide
historical data analytics such as
most frequently occurring failures
for the month, the category of
failure that was the most time
consuming to correct, etc. This
allows them to reduce downtime

and improve on overall internal
processes leading to maintenance
excellence and production
optimization.
In a matter of fewer than
seven weeks, we successfully
delivered the committed
solution and achieved customer
satisfaction. What they said
‘Many people have pitched
and talked about how they
would resolve our concerns and
meet the needs of our body
shop, maintenance, and plant
engineering department. No one
has been able to actually to do It.’
left us bursting with joy and the
team developed new confidence
in taking on assignments and
accomplishing new horizons.
During this enlivening journey,
we have been able to not only
provide concrete solutions to the
tier 1 automotive player but also
become their preferred solution
partner. Eventually, we also
delivered Utility KPI Analytics that
captures tagged data from various
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plant systems such as BMS, UMS, EMS, and
helps analyze a variety of parameters such
as coolant temperature, brake pressure,
AC vacuum, AC pressure, etc. along with
threshold-based alerts in real-time.
“We provided seven odd dashboards,
and the plant people built nine more
on their own with some training," says
Nupur, the business analyst who built
these solutions. She adds, "We were happy
to receive repeat order for developing
Complaint Management System for the
entire plant with management reports on
issue response and resolution time, parts
replacement, etc. The reports which took
days to summarize are now available at
a fingertip.”
They are happily using our solutions as
daily applications and earning definitive
benefits prompting them to approach us
with two more concepts of developing a
5S Auditing System and a comprehensive
Preventive Maintenance System.

Remote Monitoring and
Analytics in an Hour
This journey also built the base for us
to start envisioning a strategy where we
productize ready solutions and offer them
as ‘off the shelf’ IIoT offerings. We can now
proudly say we have built a complete
hardware agnostic one of its kind
remote monitoring application ‘REMO'
with advanced AI and ML capabilities.

8 | INDUSTRIAL PRODUCT REVIEW | November 2018

REMO allows you to connect any device
that supports MQTT/HTTP/TCP-IP/OPC and
build a remote monitoring application
in just one hour. The beauty of REMO is
that modules such as Overall Equipment
Effectiveness OEE, KPI Analytics, Asset
Preventive Maintenance and Complaint
Management Workflow can be easily
plugged-in and the user can get the
flavor of a multi-tenant, multi-facility,
user-friendly system with minimal
customization.
Since then, we have visited several
plants and conducted I4.0 readiness
audits. Many enterprises have siloes
of systems and data and a lot of
processes where data is still being
entered manually in Excel spreadsheets
or on paper. A simple thing as viewing
production data or getting timely alerts
on a mobile phone can boost productivity
immensely. Gaps are identified in not
only the core manufacturing practices
but the entire supply chain from vendors
till the customer. We may recommend
initiatives from the connected enterprise,
optimization of production planning
through what-if simulation to full
orchestration of the supply chain.
The outcome of our audit would be a

map of several such initiatives, with an
implementation schedule of critical use
cases.
We also recommend a complete
digitalization roadmap with our ecosystem
partners ranging from sensors and custom
electronics designers to automation
experts and data scientists.

AI x IoT APaaS “CONTINEO”
and SaaS Products &
Solutions

Contineo and solutions built on
top of the platform can be deployed
on the cloud as well as on-premise.
The platform is cloud-agnostic and
can run on AWS, Bluemix, Azure, GCP
or any other IaaS provider. Each layer of
the architecture is highly secured and
have undergone third-party security
audits. Contineo provides an integrated
designer for management & on the fly
deployment of the cloud as well as edge
applications. With its extendible plug and
play architecture, the platform does not
lock you into any specific technology.
Instead, it opens up the avenues for
advanced digital transformation using
cutting-edge technologies such as
AR-VR-MR, Computer Vision, Predictive
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Analytics, and Intelligent Automation
using RPA and bots. Contineo expedites
AI deployments through built-in ML
templates for defining models which can
be trained and tuned through feature
engineering and hyperparameters.
Multiple ML agents based on different
models and features can then be
activated to fine-tune predictions or
outcomes. Our upcoming computer vision
product A-Eye, lets you detect safety rule
violations, quality faults and intrusions
through video analytics deep learning
models that are executed on the edge
computers like tinker board or raspberry-pi!
With several I4.0 and S5.0 solutions
built using Contineo in Manufacturing,

Pharmaceuticals, Printing, Smart Cities,
Retail, Connected Car, and Home
Automation in Japan and India, our
customers are already realizing ROI,
optimization across business functions and
customer satisfaction. With utmost pride,
we can say we have the capabilities to give
the customers a very real and immediate
I4.0 and S5.0 transformative experience.
Indicus has built distinct lines of
business with Artificial Intelligence/
Machine learning IIoT Solutions and
SaaS products built using the rapid
application development and execution
AI & IOT platform “Contineo” along with
implementation services for custom
implementations.

28, Varshananda Society, Anandnagar,
Sinhagad Road, Pune, India 411 051.
Tel: +91 20 2434 1287/88
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The platform is also available for
system integrators, consulting firms, device
manufacturers, industrial automation
consultants, and even students and
hardware enthusiasts to build innovative
smart world solutions. ERP, CRM, and other
existing software products can also be
IoT enabled with Contineo. Automotive
Manufacturers, OEM suppliers, Engineering
companies, Process industry, Oil and Gas,
and Pharmaceuticals & Life sciences and
Retail giants, let’s accelerate your digital
transformation journey through short
cycles of innovation.
Let us Partner with YOU! “Contineo”
…. Driving Digital Transformation.

Kyodo Building 5F, 1-3-5 Nihonbashi-kakigaracho,
Chuo-ku, Tokyo 103-0014, Japan
Tel: +81 90 3905 6593

INDUSTRIAL PRODUCT REVIEW | November 2018 | 11

Interview

Dr. Ananth Seshan, CEO and Managing Director, 5G

‘Smart Manufacturing is the Smart
Transformation of Businesses’
Meet Ananth Seshan, CEO and Managing Director of 5G, a boutique research
and innovation group founded in the year 1996. With a vision of being a niche
player in digital automation solutions and in the use of real time intelligence in
manufacturing , 5G has conducted research, developed and commercialized digital
products for large manufacturers and SMEs/MSMEs. In a special interaction with
Industrial Product Review (IPR), Dr. Seshan talks about the state-of-the-art product
range of the 5G Group, need of manufacturing start-ups and how Industry 4.0 will
change the shop floors in years to come.

NIRANJAN MEDHEKAR

AMIT TEKALE

niranjan.medhekar@medianext.in

amit@medianext.in

Professional background
I am based out of Canada and represent 5G Group of
Companies that includes 5G Automatika Ltd., 5G Energy Ltd., 5G
Technologies Ltd. and Fifth Generation Technologies India. These
companies specialise in Smart Manufacturing and Digitalisation.
We have clients in 14 countries and the solutions offered by our
company has over 7,50,000 hours of field experience.
While pursuing Ph.D. from the University of Toronto in
Robotics, way back in 1989, I was running a start-up along with my
professor. At that time, there were many general purpose robotics
companies offering solutions for automating routine tasks, such
as, pick and place, loading-unloading, welding, painting, etc.. To
be different, we started a company that gained expertise in special
purpose robotics in many fields including underground pipeline maintenance, meat grading, DNA spotting, tire retreading,
bomb disposal, forest tree cutting, etc. After running the start-up
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for about 5 years I started 5G Technologies in 1995. I have been
responsible for the vision and strategy of the 5G group.

Digital solutions offered by 5G
 Enterprise Gateway — The first solution built by 5G in

2004. This solution is a middleware, that can seamlessly drive
automated actions in enterprise systems (e.g. SAP or IBM’s
Maximo) in response to dynamic events happening in the
plant. In particular, the solution involves contextualisation of
raw data streams from various machines in the plant floor,
conversion of the contextualized data into intelligence and
automatic generation of actions in the enterprise systems
to prevent failures of machines or downtimes. In other
words, Enterprise Gateway enabled automated predictive
maintenance to avoid downtimes. We reduced downtime of
plants by up to 80 percent because of this product.

Dr. Ananth Seshan, CEO and Managing Director, 5G

 eC4 (the acronym for Energy Conservation Command and

Control Centre) — An innovative technology embodied in
software that connects meters, sensors and transducers within
a facility (each of these connections is known as intelligent
node) and provides predictive analysis and management of
energy consumption and power quality of the overall facility in
real time.
 Borg Q — A smart digital attachment for data analysis. It
empowers a factory quality inspector by incorporating smart
digital attachments to measuring instruments and transmitting
the measured data to a Borg Q Gateway in the vicinity, which
then aggregates and transfers it wirelessly to a Borg Q cloud
server for performing advanced quality data analytics using
machine intelligence. This product was a runaway success and
serves over 60 SMEs in India.
 Borg V — A proprietary IIoT tablet-based unified production
performance visualization tool (for small and medium

manufacturers) that monitors the real-time status of
production, maintenance, and quality, using actionable
intelligence to improve factory operational performance.
 Aura — An Augmented Reality platform for helping workers
to do complex assembly tasks or do things that are difficult
to pursue in real time. It works with wearables (e.g. Google
GlassTM), providing real-time instructions to the operator while
assembling a complex product.

Are SMEs hesitant in adopting Industry 4.0?
It is a pertinent question. Adoption of Industry 4.0 among
SMEs will require creating proper awareness and creating
appropriate products or solutions for the sector. The main reason
behind the slow uptake of Industry 4.0 amongst SMEs is because
they do not relate to the current hype created about Industry 4.0
or Smart Manufacturing.
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ENTERPRISE

Proactive
Maintenance

Generation of
Proactive Work Orders

Automated
Meter
Updates

EG
Rules

Eliminate Manual Entry of
Meter Readings

SCADA Tag Points

SCADA Tags setup
with I/O Points

SCADA
I/O Parameter Data

PLC/SCADA/DCS/Historian

Reduced Unplanned Downtime

Alarms, Events,
Stop/Start Times,
Automatic Updates

Enterprise Asset
Management (EAM)
System

PLANT

Plant Site

Sample implementation of 5G's Enterprise Gateway at a Power Plant
Thus far, industry experts have projected Industry 4.0 to the
market as a sophisticated transformation that includes AI, voice
recognition systems, digital twins, IoT patforms, autonomous
robots, machine intelligence solutions, etc. In reality, while
Industry 4.0 can utilize these technologies to effect significant
business transformations, most SMEs can not still relate to this.
In the SME sector, we encounter mainy brownfields that have
old, legacy machines. There will be a significant component of
human labor involved. In general, SMEs will not have a good IT
infrastructure as well. We must understand that such SMEs just
can’t replace their old machines or their people overnight, or
implement a costly IT infrastructure for the sake of implementing
Industry 4.0. They have to be approached with simple, innovative
and very cost effective, digitalization solutions from the “bottomup” by leveraging on the existing infrastructure that is in place.
Also, smart manufacturing (or Industry 4.0) is not just about
incorporating smart technology to a manufacturing line. It is
first and foremost about the smart transformation of a business.
We must first study if/how a current business process in a SME
14 | INDUSTRIAL PRODUCT REVIEW | November 2018

can be helped to perform more efficiently or effectively using
digital technologies. We must quantify the benefit of replacing
an existing business process with one that is augmented by
digital technologies. In other words we must be abe to quantify
the reduction in costs or improvement in profits a SME can
achieve with a nominal investment. Through this approach, we
will then be able to appeal to SMEs that by introducing a little
digital attachment to a dial guage or a small sensor to augment
an existing business process they can reduce waste and thereby
increase their current profitability by a significant percentage.
Therefore, with SMEs I strongly feel we must start from the
bottom-up – that is, instead of saying, invest upfront Rs. 3 crores
in infrastructure, automation, etc., and get Rs. 10 crores as RoI in
3-5 years, if you are able to establish that by investing Rs. 1 lakh,
one can expect benefits/savings worth Rs. 5 lakhs in less than
a year, there will be much more attention from SME quarters.
Having said, such kinds of situations and use cases aren't many.
Not only in India, we lack them worldwide. There are several
reasons behind this situation.

LineaRobot
Creating order in the plant output
Palletizing Application
• Linear design for small size and large capacity
• Custom and ﬂexible layout solution
• Options
• Dual unit
• Material handling
• Palletizing software
• Vision system
• Custom grippers and peripheral

Advantages
Minimal FootPrint

Multiple Grippers

Efﬁciency & Modularity

Advanced Software

www.polygon-technologies.com
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Purpose beyond money
When we look at some of the century-old corporations
that have emerged as global industry leaders, we realise
that these big brands have been continuously working on a
purpose beyond just making money. They have rather been
focussed on making a difference to their customers’ business.
Although profit is very important, it should not become
the only objective; profit should become a consequence of
following good practices that stem from a good culture. One
should build a business on the fundamentals of customer
satisfaction, quality and holistic growth. For any company,
its customer should be its first and foremost stakeholder.

In the last 10 years, technology has leapfrogged. Human
nature doesn’t adapt to these changes as fast as technology
can change. The technology growth during the last decade has
been the fastest in comparison to the last five decades. While
visionaries and industry leaders have started using advanced
technology, the pace of adoption will be relatively slow amongst
laggards. Many advanced technological solutions that are
introduced today may become widespread only in three to five
years from now. But in the mean time, one expects more and
more success stories of Industry 4.0 applications to emerge to
accelerate its adoption.

A piece of advice to Indian start-ups
The one area where Indian start-ups are not concentrating
much is manufacturing. India has more than 20 million
manufacturing SMEs and so there is a great potential for
technology start-ups to cater to this key sector. Needless to
say, with the widespread introduction of Industry 4.0 to the
manufacturing sector worldwide, it is an opportune time for
Indian start-ups to focus on building innovative solutions to SME
manufacturers.
The scarcity of labour is another reason the manufacturing
field requires advanced technological solutions. In manufacturing,
the repetitive tasks can be automated. Even though labour
cost is cheap; their mistakes are costly. So, one cannot afford to
depend on labour when your competitor has automated some
or many of the processes that are repetitive or error prone. Using
a combination of wireless, internet and computer technology,
intelligence, analytics, edge processing, etc., Indian startups can
build cost-effective, “assistive”, digital solutions to “empower”
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labour while preforming complex tasks . This will reduce errors
and omissions of labor. In certain areas wherein labor is scarce
and/or automation is meaningful and can be cost-effective,
start ups can come up with innovative and flexible automation
solutions. They can amortize the cost of development of their
solution by providing the solution as a service to multiple SMEs.
This will bring the per capita cost of usage of the solution for each
SME down.
Also, the cost of sensors, software and systems that play a
key role in IoT is coming down and sophisticated platforms are
available to build solutions faster and cheaper. This is creating a
level playing field for small players and start-ups. Given all of the
above, smaller players can be very nimble in developing new
solutions. So I invite enterprising individuals and youngsters who
are embarking on their entrepreneurial pursuits to look at the
SME manufacturing sector seriously as a potential market.

Industry-academia initiative
I was in Pune between 1996 and 1999. In collaboration with
the Deccan Education Society, our company founded and ran a
School of Automation for the local industry at Ferguson College.
Industry participants were provided a “Masters Diploma in
Automation Appications” after competing a two year program at
the school. Internet had not yet become common-place in the
industry then. So, the School of Automation was focussed more
on flexible production and/or process automation.
Our company also has a collaboration with Anna University,
in Chennai, TamilNadu, wherein our company is acting as a
sponsor of a Ph.D student under the the PM Fellowship Scheme
for doctoral research. Apart from Anna University, we are also

supporting a PhD student in one of the leading universities in
the UK. Furthermore we also offer multiple internships every
year to students in Canada and India. I am eager to explore a
potential collaboration with C4i4 Pune and shall look forward
to contributing in whatever small way I can to this organisation
as it is doing interesting work.
(With inputs from Vishala Deshpande, C4i4 Lab Pune, Samarth
Udyog Technology Forum)

ANANT
RUBBER
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We Manufacture :

CB-006

A Right candidate
is an Asset and
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y Specialisation in Placing Best Candidates from the Rich Data Bank
y At all levels General Manager to Office Assistant. Such As:

Rubber To Metal Bonded Components In
All Polymers For Automobile, Electronic
Electrical , Transformer, Dairy,
Food, Brewery, Textile,
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ENGINEERS ACCOUNTS
MARKETING
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Abstract

2. Internet of Things (IoT)

The current statuses and future promises of the Internet of
Things (IoT), Internet of Everything (IoE) and Internet ofNanoThings (IoNT) are extensively reviewed and a summarized
survey is presented. The analysis clearly distinguishes between
IoT and IoE, which are wrongly considered to be the same
by many commentators. After evaluating the current trends
of advancement in the fields of IoT, IoE and IoNT, this paper
identifies the 21most significant current and future challenges
aswell as scenarios for the possible future expansion of their
applications. Despite possible negative aspects of these
developments, there are grounds for general optimism about the
coming technologies. Certainly, many tedious tasks can be taken
over by IoT devices. However, the dangers of criminal and other
nefarious activities, plus those of hardware and software errors,
pose major challenges that are a priority for further research.
Major specific priority issues for research are identified.

The term “Internet of Things” or “Internet of Objects” has come
to represent electrical or electronic devices, of varying sizes and
capabilities, that are connected to the Internet, but excluding
those primarily involved in communications with human beings,
i.e., the traditional Internet. The scope of the connections is ever
broadening beyond basic machine-to-machine communication
(M2M) [2].
IoT devices employ a broad array of networking protocols,
applications and network domains [3]. The rising preponderance
of IoT technology is facilitated by physical objects being linked to
the Internet by various types of short-range wireless technologies
such as: RFID, UWB, ZigBee, sensor networks and through
location-based technologies [4]. The emergence of IoT as a
distinctive entity was achieved, according to the Internet Business
Solutions Group (IBSG), actually when more inanimate objects
were connected to the Internet than human users [5]. According
to this definition, this occurred in mid-2008. This is an accelerating
ongoing process, especially with the rollout of Cisco’s “Planetary
Skin”, the Smart Grid and intelligent vehicles [5]. IoT will make
the impact of the Internet even more pervasive, personal and
intimate in the daily lives of people.
IoT devices are not currently strongly standardized in how
they are connected to the Internet, apart from their networking
protocols; however, this could be a relatively short-term inhibiting
factor. IoT may be employed with added management and
security features to link, for example, vehicle electronics, home
environmental management systems, telephone networks and
control of domestic utility services. The expanding scope of
IoT and how it can be used to interconnect various disparate
networks is shown in Figure 1 [5].
Based on the type of use, IoT can be further categorized as
Industrial Internet of Things (IIoT) and Consumer Internet of
Things (CIoT), alternatively known as Human Internet of Things
(HIoT), as shown in Figure 2:

1. Introduction
The applications and usage of the Internet are multifaceted
and expanding daily. The Internet of Things (IoT), Internet of
Everything (IoE) and Internet of Nano-Things (IoNT) are new
approaches for incorporating the Internet into the generality of
personal, professional and societal life, plus the impersonal world
of inanimate quasi-intelligent devices. This paper examines the
current state of these technologies and their multidimensional
applications by surveying the relevant literature. The paper
also evaluates the various possible future applications of these
technologies and foresees further developments and how these
will both challenge and change the way that future life will
be lived. This paper presents an update on our previous work
[1] presented at the Internet Technologies and Applications
Conference in 2015 (Wrexham, UK) by extending the survey
duration to reflect the current technological advances since 2015.
New dimensions of discussion have also been added such as the
future challenges IoT is currently facing. The discussion on IoT, in
Section 2, has been further expanded by adding sub-categories
of IoT based on the scope of its usage as well as the components
of typical IoT systems, with a listing of the top ten IoT segments
for 2018 based on a survey of 1600 enterprise IoT projects. The
discussion on IoNT has been augmented by the inclusion of
discussion of the Internet of Bio-Nano-Things (IoBNT), limitations
and challenges of IoNT and presentation of examples of earlier
research advances in the field. The deliberation on “Future Internet”
has been extended as well as updated to reflect new research,
associated challenges and future trends. Section 6, namely
“Challenges and Impediments to IoT”, has been added, scrutinizing
21 of the most significant current and future challenges.
The paper first provides a critical discussion on IoT, IoE and
IoNT in Sections 2–4 respectively. Section 5 portrays the Future
Internet that is predicted to be mediated by adoption of IoT.
Challenges and Impediments to IoT are covered in Section 6.
Section 7 ends the paper with up-to-date concluding discussions.
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Figure 1. IoT can be viewed as a Network of Networks. Adapted from [5].

Figure 2. IIoT and CIoT, adapted from Moor Insights & Strategy’s Report [6].

A generic IoT system typically consists of five components,
which are:
(1) Sensors: which are used to mainly collect and transduce the data;
(2) Computing Node: a processor for the data and information,
received from a sensor;
(3) Receiver: to facilitate collecting the message sent by the
computing nodes or other associated devices;
(4) Actuator: based on the decision taken by the Computing
Node, processing the information received from the sensor
and/or from the Internet, then triggering the associated
device to perform a function;
(5) Device: to perform the desired task as and when triggered.
As an example, Figure 3 lists the 2018 top ten IoT segments,
compiled by Scully [7], who mined the Web to identify 1600
actual enterprise IoT projects, based on a strict definition.

3. Internet of Everything (IoE)
Both Cisco and Qualcomm have been using the term IoE
[8,9]. However, Qualcomm’s interpretation of the term has been
replaced by the IoT by a majority of others. Cisco’s usage has
a more comprehensive meaning. The Cisco version of IoE is
built upon the “four pillars” of people, data, process and things,
whereas IoT is only composed of “things”, as shown in Figure 4. IoE
also extends business and industrial processes to enrich the lives
of people.

The independent, non-networked and unconnected devices
of the past are now being connected to the Internet, including
machine-to-machine (M2M), person-to-machine (P2M), and
person-to-person (P2P) systems. This enveloping of people,
processes, data and things by IoE is shown in Figure 4 [9,10].
The Futurist, Dave Evans, states that, rather than simply “things”,
the issue is more about the “connections among people, process,
data, and things” that is at the heart of the Internet of Everything
and creates the “value” [11]. Qualcomm’s CEO, Steve Mollenkopf,
stated in 2014 that IoT and IoE were “the same thing” [8].
According to Cisco, many organizations are going through
growth waves of S-curves, as shown in Figure 5. These IoT
growth waves are leading to the eventual actualization of the
complete IoE [9,12]. With each successive wave of added features
and greater network connectedness—this leads to expansion
of the IoE, with its many novel opportunities as well as risks
[13]. Interestingly, this interpretation of progression through
a succession of S-curves correlates closely with the model for
accelerating change proposed by Raymond Kurzweil, which is
also based on successive S-curves [14].
The IoE has the potential to extract and analyze real-time data
from the millions of sensors connected to it and then to apply
it to aid “automated and people-based processes” [15]. Other
benefits include the use of IoE in helping to achieve public policy
goals, environmental sustainability, economic and social goals [15].
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Figure 3. The top ten IoT Segments in 2018—based on 1600 real IoT projects [7].

Traditional office-based applications such as financial trading
have now moved into the domain of the mobile platform with
the use of smartphones, as well as many other applications, aided
by IoE [16,17]. The application of IoE is facilitated by the expansion
of Cloud Computing, helping to connect “everything” online [18].
A study by Cisco in February 2013 predicted that $14.4 trillion
may be exploited in the next ten years by implementing IoE with
M2M, M2P and P2P [18].
Cities, which in the future may be regarded as a scaled
version of the IoE, will benefit the most from being connected in
terms of using information intelligence to address city-specific
concerns [19]. This will become more so as cities become “Smart
Cities” [19], utilizing IoE together with “Big Data” processing
[20]. Examples include monitoring the “health” of highways and
attending to their repairs using road-embedded sensors, road
traffic flow control, agricultural growth monitoring, education and
healthcare [21,22]. The future is most likely to see cities become
“Smart + Connected Communities”, formed using public-private
partnerships to help enhance the living conditions of the citizens.
As urbanization continues to increase, predicted to be 70%
by the 2050s [21], the use of IoE will become almost critical in
implementing such features of the future city as the Smart Grid
and automation of traffic planning and control [19]. IoE is also
forming a foundation in the mining industry of fossil fuels and in
remote monitoring, helping to improve safety in the field [23].
E-learning and especially the implementation of m-learning, is
being facilitated by the IoE across the educational establishment,
giving more accessibility to students. The benefits include more
feedback and monitoring of the progress of the learners [24].
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4. Internet of Nano-Things (IoNT)
4.1. Core Ideas of IoNT
The concept of IoE is being extended to its fullest by
the implementation of the IoNT. This is being achieved by
incorporating nano-sensors in diverse objects using nanonetworks. A model of this concept as a medical application is
shown in Figure 6: this provides access to data from in situ places
previously inaccessible to sense from or by the use of certain
instruments that were impossible to use due to their former bulky
sensor size. This will enable new medical and environmental
data to be collected, potentially leading to the refinement
of existing knowledge, new discoveries and better medical
diagnostics [25]. The technology is described by Akyıldız and
Jornet [26], using graphene-based nano-antennas operating at
Terahertz frequencies. They also discuss the problems of extreme
attenuation operating at these frequencies and networking at
this nano-level [25]. Each functional task, such as actuation or
sensing, in an IoNT is performed by a “nano-machine”—whose
dimensions may range from 1 to 100 nm [22].
Thus, the Internet of Things will not only be deployed in the
world that can be seen, but at scales that are invisible to the
naked human eye. This will be by the use of IoNT and IoBNT. Their
use will not only be medical at the cellular level but industrial, for
example in filtration work such as water purification or for dialysis.
The overcoming of a major obstruction of IoBNT will follow
from the seamless merger of IoNT with existing health-based
IoT systems as well as networks [27]. The application of IoBNT,
being stemmed from synthetic biology as well as the utilization

5. The Future Internet

Figure 4. Internet of Everything (IoE). Adapted from [10].

of nanotechnology tools to enable the engineering of biological
embedded computing devices [28], will reduce the risk of
undesired effects on health and/or the environment.
4.2. IoNT Future Trends
IoNT devices, being in their infancy, are currently relying on
the established protocols of the Internet. These will need to be
adapted for the particular requirements facing IoNT devices,
such as the challenges of the communication and power
requirements of such small devices. These will obviously need to
be solved but are considered to be within relatively easy reach of
software and hardware developers. Implementing transceivers
to demonstrate the practicality of IoNT has been shown to be
theoretically possible, with research on graphene radios using
Terahertz frequencies. Thus, invasive monitoring in situ can be
implemented using implantable biosensors. They may also
be used to monitor the environment, such as watercourses.
Graphene-based transceivers have been shown to operate at one
terabit per second due to the high bandwidth, but the ancillary
electronic components to make the nano-transceiver a reality are
still being researched [29].
The interfacing of IoNT with existing micro-devices is
important for it to ever become all-pervasive—further study
should be focused on this task, especially in the industrial,
biomedical and industrial arenas. Major challenges need to be
addressed in the fields of electromagnetic channel modelling
at this biological cellular scale and the necessary supporting
networking protocols [26].

Based on the Gartner Hype Cycle of 2014 [30], Forbes [31]
reported in August 2014 that IoT had overtaken Big Data as a topic
of discussion, with over 45,000 references in the media in 2014,
compared with only 15,000 in 2013. The Gartner Hype Cycle shows
the lifetime of a particular technology from inception to maturity to
decline; this is particularly helpful in mid-term business planning.
However, Gartner has retired Big Data in their 2015 report
[32] since Big Data became truly prevalent and pervasive across
many other hype cycles, such that it is no longer considered an
emerging technology. As Figure 7 shows, according to their 2017
report [33], IoT still remains at its peak of hype, although it has
experienced a shift in categorization from “five to ten years” to
“two to five years” to reach maturation.
Much research is being conducted in the field of IoT in the
three domains of user experience, engineering and design [4].
The emphasis is particularly on the end user and accessibility. This
is especially pertinent as 50–200 billion artefacts are likely to be
internetworked to the Internet by 2020 [4].
To help achieve a more user-friendly interface, user-centered
tools such as Microsoft’s Gadgeteer may be employed [4]. This
tool provides rapid prototyping of connected devices [34].
Theories from cognitive psychology [35] have also been utilized
to design adaptive IoT systems. This technique relies on using the
“FRIEND::Process” tool for human task organization and for both
bottom-up and top-down organizations [4].
Simpler embedded devices will form a significant part of
the future IoT. Many difficult financial, technical and social issues
remain to be addressed [34], but the reality is that the IoT does
now exist and uses standardized international networking
protocols [36] with IPv6 forming its core foundational routing
protocol [37].

Figure 5. Internet growth is occurring in S-curve waves [9,12].
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Figure 6. The Internet of Nano-Things. Adapted from [25].

For the objects that compose the IoT to acquire “ambient
intelligence” they must comprehend the end user as completely
as possible. This may be achieved by: observing, monitoring and
recording the human users’ body movements, gestures, location,
context and environment. This will be likely to lead to high levels
of user support requirements that were unknown previously
in computing history [37]. The understanding of neuroscience,
psychology and human behavior will thus play an increasingly
critical role in achieving ambient device intelligence. The devices
must use Artificial Intelligence (AI) to understand how humans
process information and interact appropriately within the right
social context and multi-user scenarios [35]. In fact, Ferati et al.
[38] have demonstrated the feasibility of conducting software
requirement analysis using IoT, especially for people with special
needs: such people are likely to receive early and uncontroversial
benefits from the technology and hence are a priority for
development work.
The UK Open University offers users a course on IoT with
programming and real-world sensing applications [39]. This
is a first step in addressing the shortage of IoT engineers and
programmers, especially as consumers become producers [39].
Educators will need to address many issues, not only the technical
but also ethical and privacy issues. The Open University course
was listed in the 2012 New Media Consortium (NMC) Horizon
Report [40]: the report also predicted IoT adoption around
2016–2017. Hochschule Aalen of Germany [41] is now offering
a dedicated full-time Bachelor of Engineering Degree on the
Internet of Things, created with the aim of disseminating the
broad technical knowledge of deployment of IoT sensors and
their associated electronic hardware and software (programming
for servers and big data). This practice-oriented 7-semester
degree curriculum not only covers various technical aspects
from electronics and computer science but also incorporates
modules in business including, for example, IoT business model
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development. The degree focuses on user-centered design and
development and the projects are interdisciplinary, enabling the
real-world application of the acquired knowledge.
Research continues with the European SENSEI project,
concentrating on the future underlying architecture of the IoT
and its services [36]. For IoT to be a practical pervasive reality, it
must be able to coexist and integrate fully with the Cloud. This
means using the current Internet Multimedia Subsystem (IMS)
platform to integrate both technologies [42].
Due to the successful deployment of various novel, innovative
and useful applications based on IoT/IoE, the usage of computing
devices and the Internet by people from different cultures, socioeconomic backgrounds, nations, religions and geographical
diversity is increasing at a near-exponential rate. As a result of
these phenomena, universal usability or Ubiquitous/Pervasive
Computing [43,44], Usability [45] and User Interface Design [46]
have become very active topics and Cross-Cultural Usability
[47] and Plasticity of user interface design [48] are important
emerging areas of work. Exploring and analyzing the CrossCultural Usability and Information System (IS) issues [49,50,51,52],
focusing on Web and mobile interaction using IoT/IoE as well as
adoption trends and Diffusion of Innovations [53,54,55,56], are
priorities to be researched in depth. These are important trends
among users in how the “IS” is being utilized. As has been rightly
pointed out by Ben Shneiderman, contemporary Computing
is all about what users can do rather than what computers can
do [43,57]. Thus, for the future, the success of the IoT/IoE must
consider the impact of cross-cultural usability by intensive
research in this direction.
The three major recent trends shaping the transformation
of automation technology are: Tactile Internet, Cyber-Physical
Systems (CPS) and IoT [58]. The latter two rely extensively on
mobile Internet connectivity (i.e., telecommunication networks)
for their typical operations, due to using solely wireless Internet-

based communication. Thus, they were not highly adopted
in industrial automation in the past since they could not be a
means of efficient, reliable and deterministic communication
for automation-specific requirements. However, improvements
in reliability, battery power, energy harvesting and minimization
of power demand mean that automation technology is now
utilizing more and more IoT devices.
5G [59] mobile technology is designed to truly implement a
heterogeneous network, which is just what IoT optimally requires.
This is intended to cover both wired and wireless communication,
both terrestrial and non-terrestrial in nature, including the use of
IoT devices. The same stringent specification standards need to
be adopted for IoT devices.
The use of fog computing [60] (also known as edge
computing) along with cloud computing will greatly facilitate the
use of IoT devices. Security can be implemented with the use of
concepts taken from the decentralized blockchain [61,62,63,64]
concept used in the Bitcoin cryptocurrency network. Two specific
cryptocurrencies for IoT devices have already been designed and
are being deployed, known as IOTA [65] and EOT [14].
Power sources pose a major problem with IoT devices, hence
the need for energy harvesting. Novel solutions are beginning
to emerge such as wireless powered communication networks
(WPCNs), the energy required being obtained from a hybrid
access point (HAP): this is termed a hybrid because both energy
and information are exchanged.

6. Challenges and Impediments to IoT
As with any new technology, there is usually some inertia in
the pace of its uptake. Currently the largest three impediments
are due to technological factors and not human resistance, these
being: standardization of protocols, global implementation of
IPv6 and power needed to supply the sensors. The following is a
list of challenges and impediments that IoT is currently facing or
will face in the near future:

Figure 7. Gartner Hype Cycle, July 2017 [33].

networks.
 Operating both the protocols simultaneously during the

transition period may also add to the overall complexity and
cost in terms of time, human resources and monetary value.
 A prolonged period for IPv6 to mature, especially in terms
of implementing it in security protocols and devices, poses
additional risks.
 An increasing myriad of IPv6 tunnels along with the existing
IPv4 ones, may add extra layers of complexity to the existing
defense mechanisms.
 Another major challenge will be finding an optimized
approach of dealing with the existing legacy systems, assets
and devices.
To address these overall challenges, along with plans for a
phased development, programs of education and training for IT
staff to widen their knowledge and expand their expertise in IPv6
need to be seriously considered.

6.2. Sensor Energy
6.1. Deployment of IPv6
In February 2011 [66] the supply of IPv4 addresses held by
the Internet Assigned Numbers Authority (IANA) was exhausted.
The ushering in of IPv6 (Internet Protocol version 6) was critical
to cover this IP address shortage, as billions of sensors will each
require a unique IP address. The deployment of IPv6 will further
make network management less complex, with its enhanced
security features and network auto-configuration capabilities.
However, the deployment of IPv6 has its own challenges, the
following are the major probable ones:
 In its infancy, intruders, man-in-the-middle attacks or any
general attacker may demonstrate a greater level of knowledge
and expertise in IPv6 compared to the IT professionals,
including the network administrators of any organizations.
During the nascent period of deployment, it may initially be
very strenuous to manage and discern unauthorized or even
unidentified IPv6 assets within the legacy operational IPv4

Due to the extremely adaptive nature of IoT-enabled
devices, with their consequent wide-ranging and dynamic
energy requirements, any IoT infrastructure must be energyconsumption aware to ensure its longevity of operation: this also
affects its economic viability. It is estimated that just the US data
centers will be consuming around 73 TW (terawatts) by 2020 [67].
This is enough to power two cities the size of New York.
Supplying reliable power to the sensors for a prolonged
period is key to IoT being deployed successfully [5]. This is
especially of major concern where these sensors are employed
in remote and distant locations such as under the ground, in
the sea, outer space or on other planets. The energy demand
must be minimized and the supply must be harvested from the
environment. Since it is not feasible to change the batteries for
billions of these devices. Several technologies are being pursued
to achieve this, including solar cells, thermal generators (using the
Seebeck effect [68]), rectification of radio signals and exploitation
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of the energy in vibrations and other peripheral movements.
One technology to facilitate this is the adoption of the concept
of Narrow Band Internet of Things (NB-IoT) to implement a Low
Power Wide Area Network (LPWAN). The use of Bluetooth Low
Energy (BLE) transceivers has also helped in the deployment of
IoT devices.
6.3. Standardization
Foremost in addressing the latest requirements for the
pervasive implementation of IoT in terms of meeting stringent
privacy and security requirements and at the same time adopting
an elastic network architecture [69], is the work of the IEEE
standardization organization—especially in regard to adoption
of IPv6 packet routing through increasingly heterogeneous
networks [5].
Because of heterogeneity in networks as well as devices,
interoperability is a fundamental need for the functioning of the
Internet. This is more obvious for the IoT ecosystem since billions
of devices are connected to the Internet as well as to each other.
Each IoT device should converse in the same language (protocol)
so that other devices can understand and thus standardization
is paramount. The so called “walled gardens”, providing a closed
platform or ecosystem, which only allows communications
limited among the devices belonging to the same vendor,
restricts the advantages of having Internet access. Because IoE
comprises multi-vendor devices, IoT systems need to go through
intense and rigorous interoperability and compatibility tests
before they are formally launched. This, however, does add to
extra complexity and cost.
While standardization is still in progress, constraints such
as cost, time to market and technological limitations faced
by IoT device manufacturers also adversely result in poor
interoperability, lack of conformation to standards and often a
compromised design. Technical and technological constraints
include having to deal with limited memory and lower
processing power as well as power consumptions having to be
satisfied by limited non-renewable power supplies. Moreover,
industrialists are under the compulsion to minimize the unit cost
and thus the overall product costs to maximize profits. It has
become a norm to use cost-benefit analysis, which may indicate
it to be economically attractive to trade-off interoperability and
performance (with their additional costs) against short-term goals
of producing cheap IoT devices (potentially non-secure), even
sometimes leading to proprietary products. However, approaches
should be implemented to compel manufacturers to actively
consider international policies such as adopting interoperability
and conformance to international standards that yield long-term
benefits, including product life-cycle gains.
6.4. Architectural Limitations
The adoption and viability of IoT clearly puts many
technological demands on the current Internet infrastructure.
Many of these limitations have been clearly exposed when IoT
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Figure 8. Four-layered architecture for IoT.

devices were practically implemented over the current Internet
infrastructure, such as: weak security, interoperability problems,
data provenance and excessive human interaction. These
problems still require to be addressed for the rollout of 5G and for
the deployment of the Future Internet (FI).
Because IoT devices are composed of so many different
technologies, when networked, they form inherently quite
complex structures. Thus, IoT network failure may require more
time for fault diagnosis and restoration of service. This also means
having maintenance personnel with multiple networking and
protocol skills. This naturally entails a more expensive workforce
to both hire and retain.
The architecture of an IoT system may be broadly classified
into four layers, as shown in Figure 8, below.
Constructing a global unified IoT ecosystem that is
communicating transparently is still not possible yet, at the
time of writing of this paper. This is due to no universal protocol
currently being in place that can work across heterogeneous
networks. The IoT at the moment is just a collection of Intranets
of Things. For IoT to be a seamless ecosystem, a standardized
internationally agreed application layer protocol needs
to be created. This protocol would also take into account
communication across the various physical interfaces of the IoT
devices. Instead of inventing a new protocol, it would be far easier
to reuse the technologies from the Web itself. The “Web of Things”
[70] has precisely these goals needed to make the IoT ecosystem
a reality. These are to: “reuse and leverage readily available and
widely popular Web protocols, standards and blueprints to make
data and services offered by objects more accessible to a larger
pool of (Web) developers.” [70] The Web of Things does not
actually stipulate the physical layer connections between devices,

Figure 9. Passive sensor tag placement near other IoT devices to add extra
sensing capabilities.

thus the Web of Things will function whether connected to a
company intranet, domestic network or any type of LAN.
To clarify, the Web of Things (WoT) encompasses every aspect
of the software approach to make WoT be fully integrated into
the World Wide Web (www). Analogous to the mapping of the
Web (Application Layer) to the Internet (Network Layer), the WoT
also has an Application Layer that aids in the authoring of IoT
applications.
6.5. Pervasiveness
The total number of connected IoT objects is projected to
increase from 21 billion (2018) to over 50 billion by 2022 [71].
This clearly illustrates the spread of truly pervasive computing
devices and the challenges they will have to face in their overall
management. Thus, IoT devices will need to be autonomous for
their successful deployment, with little or no human intervention
at all. This prerequisite, along with the ubiquitous nature of IoT,
raises trust, security and reliability concerns, especially if utilized
in the healthcare sector. An example would be the use of IoT in
critical life support systems: such concepts also raise several very
significant ethical concerns.
Furthermore, to process the vast amount of data being
collected by IoT ubiquitous sensors and the specific needs for
this to be processed, big data analytic techniques need to be
considerably enhanced.
The pervasiveness of IoT devices is driven by their exponential
adoption rate and this shares similar concerns with the field
of pervasive computing. Some might argue that IoT is more
concerned with the realm of device connectivity, whereas
pervasive computing deals with human-computer interaction
(HCI) matters. However, they both share common technological
issues, such as ensuring security, privacy, ethical behavior
and common applications. Thus, it would make sense if both
communities worked together as proposed by Eblings [72].
6.6. Retrofitting IoT Devices
Retrofitting of IoT devices with additional sensors is not
easy once they have been deployed, particularly if they are
inaccessible in a hostile environment. Thus, multi-sensing

sensors should be utilized to overcome this logistical problem.
One solution is to use backscatter-enabled passive sensor tags
that add new sensing capabilities to IoT devices in their near
neighborhood [73], as shown in Figure 9.
Referring to Figure 9, Device (1) does not have the requisite
in-built sensor. However, the required sensor (3) is located nearby.
To query the passive sensor tag (3), device (1) transmits an
unmodulated carrier to its neighboring IoT device (2). The passive
sensor tag, device (3), upon receiving this request from device
(2) then modulates the carrier with a valid 802.15.4 packet. This is
then transmitted to the requesting device (1). In this scenario, it
is assumed that device (1) cannot send a signal directly to device
(3) to generate the valid 802.15.4 packet.

6.7. Multifaceted Exponential Growths
The Internet is adapting to new services with the use of
different protocols specifically to support IoT devices, such as
the use of IPv6 over low power wireless personal area network
(6LowPAN) as an example. Radical and revolutionary approaches
will be necessary, such as redesigning segments of the Internet
infrastructure dealing with IoT devices. It should be noted
that these segments may consist of millions or even billions of
devices. The 5G architecture and FI are being designed to both
cater for and address this.
The key to supporting IoT devices is the ability to handle
disparate requirements such as some devices requiring no
security while others need to be highly secure; devices with
low data rates versus those producing very high data rates;
critical (e.g., medical) data demanding high priority for timely
transmission, etc. Thus, a carefully designed resource allocation
strategy will remain as one of the core concerns. The concepts
from the Cloud infrastructure and services can be taken into
consideration in meeting these challenges.
6.8. Software Defined Networks (SDN)
SDN offers the flexibility and adaptability needed for the
successful universal deployment of IoT devices. The integration
of SDN with IoT is thus considered to be another major and
urgent challenge. Cost constraints and the time to market will

Figure 10. IoT and SDN Conceptual Integration Overview. Adapted from [74].
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also influence the operability and design of IoT devices. The
challenges presented demand the adoption of universally agreed
upon standards for the IoT devices to operate successfully in the
global market.
The fluid malleability of Software Defined Networking (SDN) is
seen as being a positive disruptive force in computer networking.
Benefits include programming network switching elements
(forwarders) to program packet routing to any port based on
any specified packet parameter. This is of special concern that
will benefit IoT devices to communicate with each other over
a heterogeneous network. Thus, amalgamating SDN with IoT is
one strong way forward. However, this poses other challenges
that must be circumvented, especially in operational validation
of the hybrid-combined network against the current disparate
networking solutions.
The adoption of SDN is accelerating because of its huge
potential in hardware cost savings. SDN through its very nature
of extreme software configurability allows generic network
components to take on any function, such as a switch or router.
SDN can be seen as the stem cell programming of computer
networking. The SDN model also differentiates and isolates
the control and signaling plane from the data planes. The
intermediate networking elements of SDN have also been
simplified to be forwarders of packets. A general control protocol
is used with forwarding rules to achieve this. A central processing
unit or the brain of the SDN also acquires the stable topology of
the SDN network. This then allows optimized routing decisions
to be made along with optimized and parsed forwarding rules.
Adopting the characteristics of the SDN can be utilized to deal
with IoT operating in a heterogeneous network. Thus, the IoT
network can be scaled and a new high-level control solution can
be created that interfaces seamlessly with the SDN controllers, as
shown in Figure 10 [74].
As shown in Figure 10, there exist two distinct planes, the
control plane and the data plane. Two IoT objects can interact
with each other through the SDN-enabled network using their
respective internal IoT agents. Contextual information is conveyed
to the IoT Controller, which then passes that to the underlying
SDN Controller. The IoT Controller, though shown as a monolithic
block, may in fact be composed of several internal modular
blocks. This flexibility enables new functionalities to be added
to the IoT object without affecting its final relation with the SDN
Controller.
The major current impediment for a universal model as
shown in Figure 10 is the lack of a stable IoT architecture. The
other major factors delaying the creation of the universal model
is that there is no standardization for IoT content awareness
provisioning and Quality of Support (QoS).

6.9. Fog Computing (Edge Computing)
Fog computing, as coined by Cisco, is a particular form of
cloud computing, primarily differing in terms of the location
of operation. Fog computing, also commonly known as Edge
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Figure 11. WSN Sensor Node Hardware Structure. Adapted from [75].
Computing, being operational at the edge of the enterprise
networks, extends the cloud computing system. Due to its
location being close to the edge of the enterprise network, fog
computing provides comparatively better performance in terms
of reduced delay, lower latency and jitter—which in return result
in improved processing time and near real-time responsiveness
of networked user applications. Furthermore, it provides other
location-based advantages such as better customization options
as well as mobility support. Because the fog computing approach
requires the decentralization of a major share of the complete
data processing components (such as applications and services,
computing and processing power, data analysis and decision
making) as well as the data itself, it lessens a substantial volume of
network traffic flow, especially in data transmission between the
Cloud and IoT devices.
Cloud computing is not redundant, however, as batch
processing jobs are still heavily generated by the scientific
and business world. These types of computing tasks are best
processed in the Cloud. Fog computing is ideal where data
processing needs to be executed at the point of its generation.
Thus, data analytics and knowledge processing and generation
can occur at or near the data source. Fog computing, due to
its localized nature, also allows for better locally optimized
applications. To meet future performance requirements of
integrated IoT and Fog Computing, the architecture of Fog
Computing needs to meet the strict tolerances and requirements
of energy savings, data throughput and latency constraints at
both the node and system level. Hence, Fog computing still
needs to evolve further to meet performance requirements of IoT
over the use of contemporary Fog nodes.

6.10. Limitations of Current Wireless Sensor Networks
(WSNs)
To be able to securely manage and control embedded
IoT devices is a key functional requirement for their successful
operation. An efficient and optimal architecture for secure
software update/management thus needs to be designed.
Furthermore, the current approaches related to WSNs need to
be specifically tailored for IoT devices. This is so because they are
not well adapted for the operating requirements of IoT devices,
such as in power requirements or energy-aware routing needs. A
system level view is shown in Figure 11 of a WSN [75].
A WSN is typically composed of a cooperatively sensing
network of nodes. These nodes may both monitor and alter the

environment and interact with humans. This is best served by
a cross-layer design approach requiring distributed processing,
communication protocols and MAC (media access control)
querying. IoT will need to be able to coexist with many different
wireless and wired technologies, including integration with
WSNs. Thus, for IoT to be truly pervasive, WSN will form a
critical component of IoTs, featuring low power requirements,
ruggedized design and low price. WSNs also need to be massively
scalable, including the associated requirement to fit into a system
that can handle intelligent control, massive heterogeneity,
dynamic service changes, concurrency, real-time operation,
enhanced security and multiple access techniques.

6.11. Ethical Issues
IoT devices are expected to permeate the whole fabric of our
socio-technical ecosystem, including not just the implementation
of Smart Cities, but also invasively within our bodies for total
healthcare. This naturally raises many ethical issues that need
to be resolved to allay the concerns of the public. Protection
from eavesdropping of medically sensitive data is paramount
to protect patient confidentiality. Also, protection from hacking,
which would have particularly disastrous consequences for
medical monitoring and equipment maintenance, must be
guaranteed to safeguard life.
Any automation of manual labor risks employee redundancy
and hence potentially massive job losses. This is particularly so
for unskilled and low-qualified blue-collar workers. Examples
of job losses are in the sectors of inventory and stock control,
check-out machines in stores and ATMs in banks that now do
more than just dispense cash. The use of IoT may consequently
lead to the widening of the gap between the rich and the poor.
Those particularly disadvantaged are the impoverished and those

lacking or with no access to the Internet at all. This is specifically
acute for the less industrialized nations and similar regions within
an otherwise industrialized country.
The erosion of privacy may be seen as inevitable with
the adoption of the IoT; however, the professional institution
ACM (Association for Computing Machinery) states that it will
respect privacy and honor confidentiality. Already the habits of
consumers are being collected in minute detail. The granularity
of the data collected is expected to get even finer and more
intimate with the adoption of IoT and smart devices in the
home. Data mining of consumer behavior from diverse and
disparate sources allows advertisers and marketing agencies
to build up a complex and very rich profile of the consumer.
This makes targeted advertising even more relevant to the
consumer, an example being that algorithms can even predict
whether a female shopper is pregnant before her own awareness.
Data mining with data from more and more IoT devices, if
uncontrolled, can only help to increase the accuracy of prediction
of the short and long-term behavioral patterns of the consumer:
as is now well-known, this can extend beyond the commercial
domain and into politics as well.
Data provenance, including the identity of the “creator” of the
data and the rights of this “creator” need to be clearly identified
from the beginning. The creator could be IoT devices themselves,
in which case the legal entity constituting the owner of these
devices needs to be clearly established beforehand. This is
particularly imperative when dealing with financial transactions.
Here, another revolutionary technology, the blockchain [62],
may help immensely. Thus, the use of data provenance and
the blockchain may be utilized to clearly delineate the private
domain, public domain and the personal domain of IoT
environments [76]. Personal information, as collected especially

Figure 12. The Five Stages of the Industrial Revolution. Adapted from: [81].
INDUSTRIAL PRODUCT REVIEW | November 2018 | 29

by IoNT, BIoNT, MIoT, CIoT and HIoT, covering medical information
in particular, needs to be strongly protected from malicious use
and hacking.
It is important to ensure protected accessibility to information
to safeguard it from virus attacks, hackers and consequent
information loss and spoofing as all such attacks may adversely
affect the lives of people. A car connected to the Internet may
need to be strictly protected from malicious access, as it could be
used to cause accidents and kill its occupants or others. Examples
of industrial espionage and sabotage include the computer
worm “Stuxnet”, which was used to carry out a cyber-attack on
Iranian power stations, as reported by Sky News [77]. However,
the grandiose claims by Sky News that Stuxnet could be used
to attack any system connected to the Internet, such as utility
companies, hospitals, distribution networks, traffic systems and
heating/cooling systems were later debunked by Sophos [78] and
Eset [79] as “over the top reporting”. Nevertheless, such an example
of a primitive cyber-attack for malicious purposes may be seen as
just the beginning of more advanced future destructive warfare
upon a nation, to parallel conventional warfare.
The digital divide is likely to grow with the Internet of Things,
as it will only be able to be fully exploited, deployed and utilized
by countries having a substantial technically competent skilled
workforce and management. Those nations with the resources
to train and educate new security experts will thus have an
immediate advantage over the unprepared.
How communication between the various IoT devices will
impact human lives is of particular concern, covering not only
the psychological factors but the legal issues of privacy and
human rights. The massive interconnectedness and pathways of
communications between IoT devices raise particular legal and
ethical questions covering the:
 Privacy of Information
 Data Ownership
 Ethical and Legal Usage of Sharing of Data
 Security of Information Flow and Storage
 Transparency of Data and Data Provenance
 Data Collection Rights and Protection from Nonfeasance,
Malfeasance and Misfeasance
“Digital Knowledge Divide” and Minimization Thereof.
One of the major drivers of “Industry 4.0' (cyber-physical
systems) is automation of the complete production ecosystem
[80]. One school of thought holds that this is presently causing
an increase in the unemployment rate, predicted to rise
exponentially in the near future—when more industries adopt
Industry 4.0. The debate regarding the ethics of giving human
jobs to machines is centuries old and has now moved on to
discussion of robots and IoT devices However, the concept of
“Industry 5.0” is ready to emerge which aims to return human
hands and minds back into the industrial framework. If adopted,
Industry 5.0 will thus ameliorate the massive layoffs envisioned
by the adoption of Industry 4.0. The five stages of the industrial
revolution are shown in Figure 12, below.
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6.12. Vulnerabilities
Scanning of the entire IPv4 address range back in 2012 found
that 450 million devices were wide open and accessible [82].
This is clearly a major vulnerability issue that needs to be closed
if IoT devices are to be made secure and illegal access to them
denied. Recent (2017) demonstration of breaking of the Wi-Fi
Standard WPA2 security protocol by key reinstallation attacks
(KRACKs) forcing nonce reuse [83], proves that Wi-Fi-based IoT
devices are at risk too. The ways to increase protection of Wi-Fi
security are explained in [84]. Mobile Internet connectivity being
more secure than Wi-Fi and with the deployment of 5G, the IoT
industry may move away from Wi-Fi to 5G for better connectivity
and security. The use of the Blockchain [76] also offers the
potential to implement a more secure and private IoT ecosystem.
Furthermore, the use of statistical fingerprinting may aid in
developing a more secure IoT world—which is essential for the
healthcare sectors [22].
The hacking of most IoT devices is currently relatively
straightforward due to their complete lack of any security
features. By utilizing literally a myriad of insecure devices, a
DDOS (distributed denial of service) attack can be executed to
bring down complete infrastructures. This can have disastrous
consequences for human society. Another example of an attack
is using just one weak IoT device to gain entry as a gateway deep
into a network to possibly access sensitive, critical and valuable
data. The largest DDOS attack in human history so far occurred in
October 2016 using an IoT botnet to spread the Mirai malware,
which caused large sections of the Internet to go down. The
Internet service provider Dyn was targeted and major services
including Netflix, Twitter, CNN, Reddit and The Guardian all
experienced service disruptions. The Mirai malware searched for
those devices whose usernames and passwords had not been
changed from their default values to infect them. Digital cameras
and Digital Video Recorders (DVRs) were not immune from this
attack either. The lessons that may be learnt from this particular
incident are these [85]:
 Do not use any devices that cannot have their usernames,
passwords, drivers, software and firmware updated.
 Change the default login details immediately on acquisition for
any Internet connected device.
 Each IoT device must be assigned a unique password.
 All IoT devices must execute the latest firmware, driver and
software to protect against security vulnerabilities.
6.13. Privacy Issues
The IoT ecosystem can be considered as an abstraction of the
real world, hence a form of virtual reality, representing detailed
monitored real-world events in the digital realm. Consequently,
legal and ethical issues, as well as concerns allied to data
protection law and privacy, remain identically valid. These need
to be equally considered in the same manner as security and
technical issues. Protection and storage of the vast amount of
data generated by IoT devices, e.g., using the Blockchain [62,76]

and Big Data [20] concepts respectively, need to be meticulously
engineered to ensure the utmost privacy.
Sensitive data collected by smart IoT devices need to be
protected against privacy violations by careful management
[86]: currently most devices do not offer any protection. Location
information needs to be protected along with its associated
metadata to prevent malicious access. This is especially important
to stop widespread fear among the public, potentially preventing
the wide-scale adoption of IoT. The fear of “Big Brother-like
entities” is discussed in [87]. This major issue of IoT privacy must
be resolved effectively by the IoT community to allay fears from
the general populace. [88] also discusses the potential problems
that may be created by self-aware IoT devices including in
general the following IoT issues: “data integrity, authentication,
heterogeneity tolerance, efficient encryption techniques, secure
cloud computing, data ownership and governance, as well
as policy implementation and management” [88]. [87] offers
some solutions, such as: building the IoT device with designed
inherent privacy; user defined data management and access
rights. Data flow transparency is also suggested so that users
of IoT devices know exactly who has their data [86]. Complete
data management, taking into account policies and the use of
enforcing instruments, is proposed by [89], which also discusses
the need to adopt the attribute of typifying the data, its
ownership details, the span of access, its viability and anonymity.
Users should also be offered the option to “opt-out” [90] if
any sensor is deemed to be an untrustworthy node. This is also
known as “right to silence of the chips” [91]. Proxies may also be
used that act as a “privacy broker” [92]. The socio-economic and
ethical aspects of the usage of IoTs need to be addressed, as
pertaining to privacy and not just the technical solutions. This
will require education of the users of IoT devices so that they
know how their devices gather data and process it as well as
updating the current privacy regulations. This is quite an onerous
task, requiring determination of the distinction between IoT
Personally Identifiable Information (PII) and regular information.
The question of whether these regulations should be dictated by
governmental agencies or the current self-regulatory agencies is
still undecided. The scopes of these regulations also need to be
established to cover their territorial jurisdiction and collaboration
with civilian partners. The European Commission and the US
Federal Communications Commission (FCC) have already started
work on their recommendations [86].
6.14. Automatic Discovery of Resources
Due to the wide diversity of IoT objects and devices, a
universal protocol for the automatic discovery of resources must
be created. This IoT application-specific protocol cannot, however,
be just a simple modification of SIP (session initiation protocol).
In traditional computing the end users are more aware of the
software and resources of their computing devices. This is not
the case with IoT devices, which, being autonomous, must carry
out automatic discovery of available resources, without human

intervention. This is particularly acute for the millions of IoT
devices likely to be deployed in Smart Cities. This approach is in
direct contrast to mobile platform applications usually under the
full control of the user.
To aid the automatic discovery of resources and to help the
IoT end user, different value-added services can be created. These
services can extend beyond the normal IoT daily functions to
include: semantics and data identification services, automatic
configuration management, device registration/deregistration,
service advertising and device semantic integration. Thus, for
this process to be a complete success, IoT objects need to be
discoverable and allow themselves to be discovered within the
IoT ecosystem, with full mutual exchange of device capability
information. Device prioritization also needs to occur, hence
implying the ranking of IoT objects along the IoT network chain.
This entails how far and wide an IoT needs to be detectable to make
its presence known to the network initially. The discovery process
can be event-based, one-time only, on a publisher-subscriber basis
and indicating whether it is a home device or an IIoT device.
Resource discovery, though essential for an IoT device, needs
to take into account the power consumption from the limited IoT
power supply. Thus, IoT devices, through their power conserving
nature are mostly in a dormant state and only “wake-up” when
required, e.g., an IoT fire sensor only alerting the user via the
Internet upon actual smoke detection: in the dormant state, this
IoT fire sensor will be asleep and undiscoverable via the web. CIoT
devices in the home are often behind a fire-walled gateway, thus
they are not discoverable by web crawlers.
IoT devices may also be connected by low power radio links,
often using shared electromagnetic spectrum suffering high levels
of attenuation, interference, multi-path effects and distortion. This
often means loss of connection and hence multiple attempts to
reconnect during a session.
6.15. Identity Management of Connected Devices
With billions of devices expected to be in operation in
the immediate near future, both security and device identity
management are critical. A universal identity management scheme
is suggested to resolve the issues of global interoperability, security
and deployment [93]. To keep track of all these devices in this
“identity ecosystem”, computer scientists have begun to refer to
this ecosystem as the “Identity of Things” (IDoT). The IDoT describes
the realm of complex and cross inter-relationships between
devices and with, humans, applications and servers.
6.16. Evolution of Communication from H2H to M2M
Communication has evolved from human-to-human
(H2H) interaction to that between machine-to-machine
(M2M), especially in the domain of the IoT universe. In fact,
H2H, particularly voice communication, was the focus of early
communication technologies. Thus, the existing network
infrastructure, architecture and protocols are optimized mainly
for human-generated data/traffic. This poses a challenge to the
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successful implementation of IoT, which can be overcome by the
adoption of a new set of protocols to specifically support M2M
communication as an alternative to those used just for digitally
conveying the human voice.
Effective global H2H communication can coexist with M2M
communication throughout the intermediary link. With IoT
devices now outnumbering human operated devices, M2M
communications naturally is the dominant and fastest growing
technology because it also enables human contact as the
ultimate end users. Because of the requirements of network
resilience, fault tolerance and redundancy, an even greater
number of M2M devices are being deployed, leading to its
exponential growth. Device-to-device (D2D) forms the backbone
of M2M communication [94]: this uses all available means of the
global communications network to carry out its tasks.

6.17. Need for Secure Data Management and
Processing Solutions
IoT systems are highly diverse in terms of functionality and
applications and are also heterogeneous in nature. IoT-based
applications are thus almost limitless in nature, ranging from
wearable devices to distributed sensor networks. With all the
wide-ranging types of data being generated, a unified, efficient
and secured data management and processing strategy must be
adopted for IoT to be operationally successful.
It is predicted that by 2020, 44 ZB [95] of data will be
generated: 1 ZB is 1021 bytes. This vast amount of data that
is being generated by both humans and devices needs to be
processed and stored efficiently. This will require new highdensity storage devices and, potentially, quantum computing.
The continuous generation of data, by interlinked IoT smart
devices, needs to be controlled. The solution to this surfeit of
data is yet to mature. Traditional big data, relational database
management technologies and NoSQL (originally referring to
“non SQL” or “non-relational”) need to be scaled somehow as they
are not adequate, if planetary IoT deployment is to be completely
successful. Consequently, the present emphasis on just sensor IoT
networks, need to be expanded.
The nature of IoT data and its frequency of generation need
to be taken into account. This will require new mathematical
studies and models to be built. The type of IoT data is likely to
be intermittent, massive, geographically dispersed and often
streamed in real-time [96]. This will require a complete overhaul
of the present network components that make up the Internet
to keep latency and jitter to a minimum. Not only the actual data
need to be stored, but also its associated metadata. The metadata
typically would consist of object identifiers, time and location of
the data, services rendered, and processes occurred.
The nature of the IoT data will also vary as it traverses the
network. It will travel through various types of flexible schema
databases, fixed and mobile networks, concentration storage
points etc. before reaching its destination via centralized
data stores. This again highlights the criticality of successful
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management and processing of IoT data.
The newer models of databases will have to be adapted for
IoT data to process: the remote storage of data at the “Things
Layer”; the structure-less data; its non-atomicity; its less rigid
consistency; its lower isolation and its lesser durability. This will
be necessary, particularly in the drive for data availability and
energy efficiency [97]. Also, data management must take on a
dual role of offline storage and online-offline operations due
to the dynamic nature of IoT-generated data. IoT data that is
being generated needs to be summarized online along with
the metadata attached. Further, the power requirement for each
stage of the data generation and processing cycle needs to be
studied more closely to optimize IoT power usage and extend the
device longevity.

6.18. Need for Big Data
Since the source of data in IoT has evolved from human-tomachines to intra-IoT devices, the volume of such data is growing
at a faster rate than the number of connected devices. This
above-exponential growth in the volume of data now requires
the use of Big Data architecture and data handling techniques.
The solutions offered for IoT data management are diverse
and have not yet matured. Even the three concepts of Big Data of
volume, variety and velocity [98], need to be tailored to deal with
IoT data [20]. The nature of IoT data is such that: the volume of
data will span from a few bytes to Gigabytes; the data will be very
diverse, and the period may range from milliseconds to months.
Processing of such data allied with the use of artificial
intelligence may offer better customer habit analysis with the
aim of offering better services and experiences. In the scenario
of smart cities, analysis of the data will enable a more efficient
future city to be administered [19]. This can cover better
traffic management [19], pollution control, utility services and
habitation planning.
6.19. Database Requirement
Due to the diversified application of IoT in widely ranging
domains, IoT data has the characteristics of being large in volume
and integrally multidimensional, thus requiring frequent updates/
writes. Although traditional Database Management Systems
(DBMS) offer rich functionalities with multi-attribute access
efficiency, they fail to scale-up to meet the increasing demands
of high insert throughput and the sheer volume of IoT-generated
data. Although Cloud-based solutions have good scalability,
they suffer from not having native support for multidimensional
data structure access. An example of a modification of Big Data
analytics to support IoT devices is in the use of the Apache
Hadoop database (HBase): which is based on an update and
query efficient index framework (UQE-Index) [99].
6.20. Modelling of Services
Modelling of services and their interaction is key to the
successful deployment of IoT devices, since, in contrast with the

past, multifarious large industry software systems or applications
are built from modelling services. Emerging technologies however,
including IoT and CPS, pose more challenges since they need to be
seamlessly integrated into already established existing models.
The backbone of IoT is based on the Internet infrastructure
and the offer of real-world services. With advances in the Internet
through such technologies as the SDN this also helps spread the
IoT. The key to the success of the wide-scale adoption of IoT is the
ability to provision real-world services. This will entail seamlessly
communicating with heterogeneous objects. The sensed data
from the physical world needs to be filtered and matched to
precisely defined applications. Data fusion needs to be carried
out from the collected disparate IoT sensors and the information
presented in a meaningful manner. The decision making may be
augmented by artificial and cognitive intelligence supporting
autonomous reasoning. Further research needs to concentrate
on the middleware to support all these new approaches and
algorithms and seamless integration with the application layer.
The “Time to Live” (TTL) parameter from Internetworking is
carried over to IoT data, combined with semantic modelling,
annotation and metadata. Negotiations between the various
IoT devices need to be carried out as fast as possible to reduce
network delay. These device negotiations are necessary to
discover what capability and services they can offer. Thus, IoT
network discovery needs to reach a stable state as fast as possible
despite the number of devices. Semantic modelling will need to
take into account the unique constraints of IoT devices, namely
their limited electrical power, memory and computational ability
(noting, however, that these are expected to evolve in accordance
with Moore’s Law). The semantic modelling of IoT networks is
carried out on powerful machines, such as the gateway nodes
and in the middleware. Thus, the computational burden is
shifted away from the IoT device, so that they can concentrate
on gathering their sensed data. This concept of shifting the
computational burden of those intensive tasks is similar to the
approach adopted by the mobile communications networks. This
also allows IoT devices to be queried more efficiently by software
agents. Differing modes of processing and communication links
will need to be utilized depending on where the data is in the
network. Around the IoT device, low power and low bandwidth
links will be required. Data gathered by data fusion can be
processed in the middleware. Automation of all processes is
essential, including making the IoT device as autonomous as
possible. This is particularly important when it comes to the
manual annotation of IoT devices used in semantic modelling: for
a few devices in a controlled environment, manual annotation is
possible, but as the number of devices increases this will clearly
become impossible for a human operator.

6.21. Notification Management
Notification Management will need not only to monitor
mobile communications from such services as the 5G mobile
communications network but also from the IoT devices

themselves. Hence, notifications will need to be prioritized and
sent to the user in such a way as not to overburden the senses of
the human user.
It must be stressed that the environment that the IoT devices
operate in is very dynamic and hence the data collected and
generated will also be dynamic in nature to reflect this. The
dynamicity also extends to the software, drivers and firmware
needed during the lifetime of the IoT device. Third-party
applications need to fully take this into account and be able to
meet this stringent need for IoT devices operating in a resourceconstrained environment.
Service demands may also change for any IoT device. Their
impact on the overall IoT network must be minimized. Thus,
all the interfaces forming the IoT ecosystem need to be rigidly
defined as internationally agreed and ratified standards.

7. Concluding Discussions
7.1. Conclusions and Discussion of Future Trends
As far back as 1984, the futurologist Ray Hammond, in his
“The On-Line Handbook” [100], accurately foresaw that the
linking of computers (i.e., the computer network and the Internet
that we are using today) from all over the world would have far
reaching effects, including: (1). The spread of knowledge; (2). The
interchange of ideas and (3). The dissemination of information.
Although he rightly further predicted that these were likely
to bring a revolution in society, it is extremely difficult to
precisely determine where the current developments in mobile
applications, computer vision, consumer electronics, Artificial
Intelligence and so on, mediated by the IoT, IoE and IoNT will
lead us. However, Henry Jenkins [101] has offered an insightful
explanation of the recent changes due to the digitization of
media contents and their future impacts. We may expect to
experience a period of transition for novel interactions, ubiquitous
computing, mobile and ambient intelligent applications and the
like, also mediated by Io(X)T, in the remainder of the 21st Century,
paralleling that which was observed for personal computers
and other similar devices, mediated by the Internet, during
the latter part of the previous century. Although it cannot be
guaranteed whether “Digital Immortality” as one outcome of the
“Technological Singularity” can be achieved by the year 2045
or not, as forecast by futurist Ray Kurzweil in his famous book
“The Singularity is Near: When Humans Transcend Biology” [102]
or whether ‘life’ of “The World in 2030” will be “unrecognizable
compared with life today” [103], but it is a truism that our life is
increasingly becoming digitalized with the progressing inventions
and adoptions of new technologies. Despite some negative
aspects of this technological evolution, we can be optimistic
about the coming computer revolution as technologies are
becoming more affordable, convergent and novel in their
solutions. Certainly, many tedious tasks can be taken over by
linked inanimate objects and better availability of information
must be a good thing. However, the dangers of criminal and
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other nefarious activity, plus those of hardware and software
errors, pose major challenges.
Understanding and interpreting these trends is strongly
dependent on insights in classifying different aspects, such that
links between those that are similar are clearly identified but
differences between those that merit differentiation are also
identified. In this connection, the distinction between IoT, IoE and
IoNT is seen to be a helpful differentiation that should aid insights
in prediction of the near future.
The current prominence and future promises of the IoT,
IoE and IoNT have been extensively reviewed and a summary
survey report presented in this paper. The paper explains the
fundamentals of IoT, IoE and IoNT and presents the recent
research and advancements. The paper distinguishes between IoT
and IoE which are wrongly considered to be the same by many.
The discussion on IoNT presents limitations and challenges of
IoNT by examining examples of previous research advances in the
field: the concepts have been augmented by the inclusion of the
IoBNT. The deliberation on “Future Internet”, advocated by IoT, has
been presented to reflect new research, associated challenges
and future trends.
7.2. Conclusions for Future Research Directions
Upon examining the current advancement in the fields of
IoT, IoE and IoNT, the paper identified and addressed the 21 most
significant current and future challenges as well as scenarios for the
possible future expansion of their applications. Salient among these
challenges are the following, which are also suggested as future
research directions, recommendations and projects:
 Training: the requirement to educate a substantial cadre of
relevant technical and managerial staff.
 IoT Power: it is imperative to minimize energy consumption in IoT
devices and to implement energy harvesting to power them.
 Interoperability Standards: international agreement on
interoperability standards.
 Protocol Standardization: international agreement on application
layer protocol.
 Pervasiveness: seamless integration of IoT with the pervasive
computing community.
 Sensor Technology: expansion of sensor abilities.
 IoT OS: need for an agreed resource allocation strategy.
 IoT Network Architects: establishment of a stable network
architecture.
 Fog Computing: development of aspects of fog computing
relevant to IoT.
 Hardware Interoperability: standards for interoperability with
wireless sensor networks.
 Ethical standards: recognition of human needs for employment,
privacy and truthful information.
 Device Hardening: procedures to frustrate hacking, e.g., the
need for the widespread use of the blockchain and more secure
encryption of IoT data.
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 IoT Discovery Protocol: the need for an IoT device discovery

protocol. The Shodan search engine can specifically search for IoT
devices.
 IoT ID Protocol: need for identity management methodology.
 Beyond Big Data Management: procedures for the management
of the huge data quantities already being generated.
Diffusion of any technology has a significant impact on
the economy, especially the relationship between investments
and “return”, which is extremely important. Return on any such
technological investment is highly multifaceted and cannot be
measured based on just one single aspect such as the economy. For
example, the return on investment in IoT in the healthcare sector
may not be monetarily justified; however, it has great impact on
human society and thus large non-monetary value. Since IoT is still
in its infancy, many organizations that are active in IoT in various
scenarios still do not have a viable business model for their IoT
applications. Though this may appear as an economic challenge,
the exponential market penetration of IoT devices shows the
probable lucrative trend of this new emerging market. Thus, based
on the evidences so far, IoT will very probably enable various new
and distinct business models to be developed in the near future.
The discussion of such economic aspects of IoT must be seen as an
important topic for future research.
Overall, it is evident that a rich and urgent research and
development field in IoT has been broadened. It is, therefore, hoped
that this review will encourage the development on the themes
outlined.
Author Contributions :
Mahdi H. Miraz: Expertise on computer networking, IoT and
cloud computing.
Maaruf Ali: Expertise on mobile communications, computer
networking and IoT.
Peter S. Excell: Expertise on telecommunications engineering
aspects, especially concerning wireless links.
Richard Picking: Expertise on the history and present state of the
Internet plus specialist advice on human-machine-interaction.
Funding : This research received no external funding.
Conflicts of Interest : The authors declare no conflict of interest.

References
https://doi.org/10.3390/fi10080068
Originally published in:
Future Internet 2018, 10(8), 68;
Published by MDPI, Basel, Switzerland.
https://doi.org/10.3390/fi10080068
Reproduced under CC BY Licence

Product Review

Easily in Touch with your Machines:
B&R’s Cloud Application Powered by ABB
Ability Opens New Opportunities for OEMs

A

sset Performance Monitor is B&R's first cloud application
based on ABB Ability™, ABB's unified, cross-industry
offering of digital solutions. By giving OEMs a reliable
overview of all their machines in the field, it allows them to
identify potential improvements, take service operations
to the next level and unlock new business models and
revenue streams.
Around the clock, Asset Performance Monitor delivers
data about production rate, energy consumption and
temperature. Users can define which information is
required, and the application automatically calculates key
performance indicators (KPIs) such as overall equipment
effectiveness and provides opportunities for improvement.
Asset Performance Monitor prepares the data and displays
it in a clearly organized dashboard. OEMs can then use this
data to implement well-targeted machine upgrades and
offer their customers next-level service.

Open architecture
An edge device is installed on site to collect data from
a machine or production line. It receives data from the
machine controller via OPC UA and passes it on to the cloud
using the MQTT protocol. The edge device automatically
establishes a connection to the ABB Ability cloud and
installs the necessary software. Simply logging in with a
username and password gives the OEM access to Asset
Performance Monitor and all the features it has to offer.

ABB Ability platform
B&R's cloud applications run on ABB Ability. Security and
data integrity are guaranteed by state-of-the-art security
standards and transfer protocols. The Microsoft Azure
infrastructure ensures reliable access to ABB Ability services
all around the world, which includes all the prerequisites for
future cloud applications featuring artificial intelligence and
machine learning.

The cloud application collects machine data around the clock and
displays it in a clearly organized dashboard.

About B&R
B&R is an innovative automation company with
headquarters in Austria and offices all around the world.
On July 6, 2017, B&R became a business unit of the ABB
Group. As a global leader in industrial automation, B&R
combines state-of-the-art technology with advanced
engineering to provide customers in virtually every
industry with complete solutions for machine and
factory automation, motion control, HMI and integrated
safety technology. With Industrial IoT communication
standards like OPC UA, POWERLINK and openSAFETY
as well as the powerful Automation Studio software
development environment, B&R is constantly redefining
the future of automation engineering. The innovative
spirit that keeps B&R at the forefront of industrial
automation is driven by a commitment to simplifying
processes and exceeding customer expectations.

B&R Industrial Automation Pvt. Ltd.
Tara Heights, Old Pune – Mumbai Highway, Wakdewadi, Shivajinagar, Pune - 411003
Tel: 020-4147 8999
Email: office.in@br-automation.com | Web: www.br-automation.com
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AFTER THE SHOW:
All our special issues are
read & retained as
permanent reference
guides hence your
advertisement in
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Special issue will
bring you response
even after the show
will be over.

DURING THE SHOW:
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and your ad will reach
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Whitepaper

The New MES:

Backbone of
Industry 4.0

Industry 4.0 is the vision of future
manufacturing that allows not
only lower cost, higher quality,
and faster processing – but all of
that with personalized products.
It´s a marketplace where smart
products and smart equipment
interact autonomously for dynamic
optimization on the fly. For most
companies, it’s a concept and the way
to implement it is not clear. While
testing out new technologies and
creating a new approach to production
and supply chain operations, there
is one critical foundation piece
companies must lay, and that is a new
manufacturing execution system (MES)
that is Industry 4.0 ready.

C

ustomers demanding less expensive, yet customized,
products are driving manufacturers to make Industry 4.0
a reality. Fortunately, technology exists today that allows
not only lower cost, but higher quality, faster processing and
shorter time to market for personalized products. The obvious
technologies include the Internet of Things (IoT), mobile
computing, cloud storage, software and service availability, big
data, advanced analytics, machine learning, robotics and virtual
and augmented reality (VR and AR). However, much like the
nerves, limbs and head of a person, these new technologies need
a backbone connecting and coordinating them. The only way
to guarantee quality, ensure productivity, manage cost and have
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reliable delivery dates is with a manufacturing execution system
(MES). The success of Industry 4.0 rests on a new generation of
MES that is Industry 4.0 ready.
The New MES has some key characteristics that very few
current MES products can claim. To be Industry 4.0 ready, MES
must be service-oriented and modular. That means it’s ready
to process IoT data including event and locations, as well as
integrate with augmented reality. It is equipped to provide
complete plantwide context for operations data, so it’s ready for
use in big data and advanced analytics. It can run on mobile and
in the cloud and on any version of both mobile and cloud. Its
capabilities include brokering connections between autonomous

products and equipment in the shop floor marketplace. This is
essential to ensure that a mix of smart and traditional products
can flow through the autonomous marketplace effectively,
driving plantwide and supply chain-wide optimization for speed,
cost and performance.
The New MES with its role as orchestrator, dynamic engine,
broker agent for the marketplace players and documenter
is essential to making Industry 4.0 a reality and gaining the
benefits. This is particularly true for innovationdriven companies
in industries such as semiconductor, electronics, avionics,
automotive and medical device technology.
Although the MES software category is now decades old,
it’s perhaps even more relevant as many new manufacturing
technologies emerge. In fact, the New MES is the backbone of
Industry 4.0.

Current Customization Approach

Generic
Product

Step 2

Companies must improve speed and lower cost to innovate.
Mass customization and personalization are becoming the norm.
There will be fewer high volume products and more low volume
products, resulting in a need for quick changeovers. Quality must
improve to approach zero defects. Customer requirements –
and thus products – are often complex. At the same time, there
is intense price and margin pressure, even while customers’
requirements are more complex and diverse.
Current manufacturing systems and automation approaches
cannot deliver those results in the face of constant and rapid
change. Margins, cycle times and quality all suffer in the face of
greater mix and complexity. Significant quality ramp challenges
mean that by the time a manufacturing process is under control,
the market window for leadership and profit has closed. As a
result, this opportunity to serve customers in a high value way
is instead a severe constraint. The top objective of Industry 4.0 is
to lower the cost and improve the reliability of more customized
and smaller-run production.
How does Industry 4.0 enable companies to outperform
competitors? By delivering vastly more data and intelligence.
Data: IoT devices collect data at unprecedented frequency
from many more touch points, creating valuable, timely and
granular information for decision making. This supports online
correction of the current process and product. With machine
learning, it also automatically improves management of future
runs of the same type of product. Machine learning algorithms,
trained on historical data and continuously tuned, enable very
fast decision making based on predictive analytics.
Intelligence: Products, equipment and the shop floor as a
whole, are selfconfiguring and self-optimizing. Using artificial
intelligence, they complete complex tasks in the shortest possible

Hold in
Stock
for
Custom
Order
Configuration

Step W

Customer
Order

Step X
Custom
Specs

Product
Family
Order

Finishing
Plant

Step 3

Standard
Routing

Custom
Routing
Step 4

What’s so different in Industry 4.0?
Do manufacturers with highly automated plants need to
concern themselves with Industry 4.0? Yes, as this is the next
production paradigm that can help these companies meet
urgent priorities.

Step 1

Contractor

Industry 4.0 Approach

Customer
Order

Intelligent
Custom
Product

Station

Arm

Station

Station

Station

Plant

Plant

Contractor

Custom
Specs

Real-time Dynamic Routing per Step to
Next Operation, Line, Plant, or Partner

Figure 1: Current customization typically involves holding after a generic
build, and always has a pre-defined routing. In Industry 4.0, intelligent
products and equipment allow custom products to dynamically go through
the process in an optimal way without pre-staging generic sub-products.

time, with the least possible cost and deliver outstanding quality.
Industry 4.0 creates a dynamic marketplace that is efficient and
effective at making exactly what’s needed - even unique products
in lot sizes of one - in the fastest and cheapest way possible.
At the point where IoT-enabled products and equipment
interact, Figure 1 shows that Industry 4.0 is quite different from
today’s production approach. In this Industrial Internet of things
(IIoT), some intelligence is distributed throughout the system.
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Here, processing and sensors reside in products, materials or
carriers, pieces of equipment and production lines across facilities
and partners in the supply chain. This distributed intelligence
does not eliminate the need for plantwide monitoring, control
and guidance – but it changes it significantly.
Once the industrial internet of things (IIoT) and Industry 4.0
ready intelligence structures are in place, companies can fully
leverage new technologies such as 3D printing, augmented
reality. Cloud computing, machine learning, digital twin,
predictive and prescriptive big data analytics and more.

The new MES for Industry 4.0
As with previous generations of high-tech manufacturing,
a manufacturing execution system (MES) is still central. In
some ways, its role is even more critical than in the past.
Unfortunately, not every MES in use today is capable of
supporting Industry 4.0. Figure 2 compares traditional MES with
the New MES. The Industry 4.0 vision calls out specific capabilities
that will enable all of this. The five main areas are:
Connectivity/sensing/mobile – handling sensor, location
and device IIoT data no matter where, while providing additional
MES context
Cloud/advanced analysis – making sense of the masses of
data whether in the plant, connected to enterprise, mobile and
IIoT, or out to big data
Decentralization – managing and controlling the state of
smart products and tools through their IIoT
Vertical integration – ensuring integration from the
manufacturing-wide MES down into controls and automated
equipment, as well as up into enterprise systems, such as ERP
Horizontal integration – ensuring the plant is a transparent,
integrated and predictable part of the supply chain and
eventually able to interact as a smart factory in a global
Traditional MES

New MES
(Industry 4.0-ready)

Fixed model of a plant,
fixed screens to view

IIoT event, location processing for
context, augmented reality, mobile
interfaces

On-premise, some
intelligence for floor

Cloud-based; advanced analysis
inside plant context for big data

Linear, fixed model of
assets and processes

Binding to connect in real-time
with context resolution

High-touch integration
to automation and ERP

Dynamic execution of processes
and status in a shop floor
marketplace

Plant-context workflow

Service-oriented, modular visibility
across operations

Figure 2: Industry 4.0 requires characteristics that many current MES do not
have, so manufacturing IT must evaluate carefully.
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marketplace
Together, these characteristics point to a new generation
of MES. One designed not only for complexity, but for constant
change that it monitors and oversees in collaboration with a
marketplace of autonomous smart products, equipment and
supply chain partners cyber-physical systems (CPS) and smart
equipment or (CPPS).

Connectivity and mobile
The implications of IIoT for what constitutes connectivity
and mobile for MES aresignificant. It expands the focus well
beyond the MES itself being internetconnected and visible
on mobile devices. It changes the capabilities required
dramatically so MES becomes an orchestration layer central
to this dynamic marketplace.
The core function of MES has always been to guide, monitor
and record actual production activities. Figure 3 shows that in the
Industry 4.0 shop floor marketplace, much of the logic driving
which materials go to which piece of equipment for processing
is derived from the intelligence in the product (or CPS) and the
piece of equipment (or CPPS).
Figure 3 is a simplified view based on only one step. In
reality, the New MES must look across all subsequent operations
to determine the actual “lowest cost” route through the entire
process. Each piece of equipment can bid from its scope, but
the MES will be adding plantwide context for subsequent and
dependent steps to optimize the overall routing and operation.
(See Figure 4 on page 10)
In this environment, rather than just connecting to push out
directives about what should happen next, the MES must parse
what’s actually happening in the shop floor marketplace. This
requires IoT event processing. An IoT management portion of the
Customer
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50 - need to
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3

Figure 3: The shop floor marketplace of Industry 4.0 leverages intelligence
in products and carriers requesting services and in production equipment,
lines and plants bidding to provide services. This shows one product and
one step, but of course many products at many steps will be negotiating.

Examples of new workflows







Measure values every X seconds and feed them
into a specific database where more contextual
data is added before sending to big data analytics
Collect the average of every 10 data points and
send them on request as part of engineering data
collection on a material trackout
Increase the frequency of measurement every time
the underlying process is out of control
Restart and run self-calibration after Y number
of measurements, or in case there is an outofspecification value

MES must both push out information to CPS and CPPS and be
ready to accept and post data based on events.
Beyond that, the MES provides orchestration for the IIoT. For
example, when an IoT device capable of making a certain set of
measurements is connected, several things need to happen for
it to function as envisioned. First, the IoT device needs to inform
a high-level IoT platform that it is available and ready. Then the
platform needs to register it and associate it with a given entity
(e.g., a production machine). At any time, the platform must be
able to monitor the device for status and communicate bidirectionally to make it part of a set of high-level orchestration
workflows at the New MES level.
These few examples above illustrate that the IoT needs to be
integrated with a high-level platform to control it and make it
part of the MES workflows.
Ideally, the MES IoT component is lightweight and selfdiscoverable, creating a layer on the IoT-enabled device that’s
above its communication and security. What makes this
connectivity tricky is that different devices will have different
capabilities – and for a while, some may not even be smart.
So, it’s important that the MES be able to provide different
configurations and types of instructions to each device to match
those abilities.
Typically, MES will need to handle a combination of smart and
traditional lines, or even a mix of smart and non-IIoTconnected
products on a single line.
Mobility for MES now means more than being able to access
the system from a tablet, smartphone, or industrial mobile device.
The new level of connectivity begs for new user interfaces that
are also more agile and intuitive.
Specifically the user interfaces must also be fine tuned, not
just to allow operators doing repetitive tasks to be efficient, but
to deliver intelligence. In Industry 4.0, the employees are doing
high value-added work and making critical decisions. That in
turn means that the interfaces must be specific, not only to the
workstation, but to the combination of step, equipment and
product being made.
The result? MES of the future must allow manufacturing
personnel to quickly build specific MES user interfaces to be

used in different contexts. The system must detect the operator’s
location, the equipment in use and the product being processed
to automatically adapt the user interface! Because this is so
dynamic, it would create a huge IT backlog if IT were the only
group capable of configuring these GUIs.
Since MES also provides the overall plant context for process
and product data, in the IIoT world, this means it must handle
location data from the materials and products. Location sensing
also enables MES to distinguish one CPPS from another based on
its location.
This capability may also feed a live factory representation of
status of all equipment, or the location and status of every lot
or unit as it is being produced. Ideally, a 3D representation of
the factory as designed will be compatible with the MES factory
model. Beyond visual status, location sensing can support 3D
navigation and direct someone to perform a maintenance task
effectively using augmented reality. Maintenance is the first
application because equipment context is often enough. As more
MES data can be viewed in AR, quality and production tasks will
also be available. Tasks might include validating materials and
product IDs, checking equipment schedules, maintenance plans
and modifying them base on yield.

Cloud and advanced analytics
The benefits of having applications reside in the cloud
are now abundantly clear. As more intelligence is coming
from IIoT, rather than hardwired in-plant networks, one
key argument against cloud-based MES and automation
connections vanishes. The network latency, reliability and
security issues are not yet addressed, but progress is rapid.
So, MES is moving to the cloud. Hybrid cloud allows the most
critical information to reside on premises, at the edge. In
these scenarios, the data may go up to the cloud to set up
machine learning algorithms. After that, the algorithms are
executed by simple software in the IoT sensors.
There are many approaches to cloud, including software as
a service (SaaS) hosted on infrastructure as a service (IaaS). In
this scenario, users connect through a browser to software that
runs on cloud infrastructure, but uses traditional technologies for
the database and application. Eventually things might move to
platform as a service (PaaS) where the entire set of applications,
database and infrastructure are all hosted in the cloud. Of course,
different companies may opt to have their cloud implementation
public, private, or hybrid. It’s important that the MES not dictate
that environment and that it be set up to protect the company’s
sensitive production data and deliver fail-safe service in any of
those cases. One of the clear benefits of the cloud is the ability to
temporarily use massive amounts of computing power to process
advanced analytics. Clearly, MES needs to have an operational
data store from which reports are run and to send data to a data
warehouse at the enterprise level. That’s not new. What will be
INDUSTRIAL PRODUCT REVIEW | November 2018 | 41

Proven Business Benefits
All of that may be compelling, particularly for the manufacturing IT team. However, there is a clear business
case for the connectivity and mobile aspects of the New MES as well. In high-tech manufacturing, from
semiconductors to everything that uses them as components, customers are expecting edge computing
to support their advanced applications. Full leverage of this on the production floor means these products
can be made faster, more reliably, at higher quality, and with fewer human resources. People in the operation
will have faster, deeper understanding of status for “decision-making” while needing to do less to control it. It also allows
production tracking wherever it takes place, in partner or remote sites. Guidance of maintenance technicians through
augmented reality is also starting to show benefits in lower error rates, and thus higher equipment uptime.

MES: Seeing Across
All Steps to Optimize
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Figure 4: Orchestration of the marketplace requires a broader, multi-step scope that the New MES is positioned to provide.

new in the cloud is the ability to export selected views from the
MES or enterprise analytics out to big data structures. Big data
structures split up data sets for enterprise-scale big data analytics
to occur efficiently in the cloud. Specific to the New MES is the
ability to create a time-based data export to a big data structure
that allows the production context to be captured fully. Without
that full context, production data will be of minimal value to
the enterprise. So, having this in-context production data will
enable the rest of the enterprise to make good decisions, even
as conditions change. These decisions are also the foundation of
what happens in the plant for the order or product lifecycle, as
dictated by the ERP and PLM systems.
In the production arena itself, adding analytics to connected
and mobile capabilities will enable predictive and prescriptive
maintenance as well as quality, performance and manufacturing
to emerge. For example, when analytics show the output of one
run, the system can automatically optimize the next run.

Decentralization to oversee the marketplace
We talked about the shop floor marketplace of CPS and
CPPS, seeking and offering production services. This is a
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central concept to Industry 4.0, providing autonomous
decision making about processing routes to match the
actual situation at any given moment. Making this shift is
essential to allow higher mix, or even one-off processing, to
be speedy and cost effective.
MES can act as the broker agent to allocate or bind a piece
of equipment to manufacture a product in two ways: scheduling
and dispatching. In scheduling, the system pre-determines
which products go with what equipment at which time to meet
plantwide and business optimization criteria, such as equipment
utilization or customer-requested delivery times. Dispatching is
done based on local context to maximize bottleneck equipment
usage, using rules that may be as simple as first in first out (FIFO),
but often focus on MES data about status and availability of
materials, equipment, lines and other resources.
Optimizing a shop floor for one-off production would be
nearly impossible without special marketplace dispatching. This
move from simple dispatching rules to services for this complex
marketplace is not trivial for the MES software architecture. The
best way to address this is for dispatching rules to be performed
as a callable ‘external’ service that can run inside MES or truly in an
external system. Also, rather than pushing one way from the MES

Proven Business Benefits
Cloud allows for smooth and constant software upgrades. This is an important consideration for manufacturing
software such as MES, which in many high-technology facilities is so difficult and risky to replace. As a result,
companies now have completely antiquated “spaghetti code” systems that are unsupported by vendors.
The reduction in hardware can free up the IT team to focus on strategic advantage. Again, with many of the
older MES in place currently, hardware failures present another major risk. Often the computers are long out of
support and parts are no longer widely available. We already mentioned the larger capacity for data analytics at reasonable
cost and response time. Broader and more strategic use of advanced analytics will allow predictive measures for success in
the face of shifting business realities. Machine learning will enable systems to better keep pace with the constant changes
in products and processes. Moving into predictive and prescriptive analytics will continuously update the MES models to
enhance throughput, yield, and uptime. Ensuring that business decisions are based on the current state of production will
improve supply chain, product lifecycle, and financial decisions. When production is always based on up to date company
strategy and decisions, plant personnel can make decisions that result in better customer service and margins.

to the production workstations, this is a twoway, dynamic flow of
information.
In the shop floor marketplace, at the point where a CPS
product or material requests a resource for its next processing
step, as shown in Figures 3 and 4, the MES must provide context
resolution. To avoid an exponentially growing number of bill of
material (BOM) configurations for one-off products, the New
MES can use context resolution with precedence keys. The
system users create a mainstream configuration with flows and
recipes and creates an exception based on step, product, flow
and material keys. The system reviews these combinations of
keys in a certain precedence order. Most important, this contextdriven approach allows each object or specific product unit to
be modeled in the MES as a unique entity. This avoids the need
for every new product to require a new lot and creates a way
to understand the specific configuration of the individual unit
making the request. When the request is then approved and sent
from the CPS to a set of CPPS candidates, the MES stands aside
until a particular CPPS wins the bidding process. At that point,
it provides a logical binding between the material requesting
service and the machine. The MES binds the equipment and
material. This supports the blend of traditional dispatching and
dynamic CPS.
Once that binding is recorded, the material knows its recipe
and can send it to the CPPS for that unit to run on that piece of
equipment. Until the binding is complete and recorded, the MES
may hold the recipe. The resulting record shows “this material is
running on this piece of equipment for this step using this recipe.”
So it automatically creates a full genealogy, or track and trace
record, as well as enables current status views.

Vertical integration

and the automation and equipment in the plant. What’s
new is that with IoT everywhere – both within the shop floor
marketplace and to the supply chain and products in the
field – there are many new data flows to integrate.
The MES must provide integration of the dynamic shop floor
marketplace with company-wide processes. These complex
processes may include sales, supply chain planning and logistics,
quality assurance, maintenance and both product and process
engineering. Each of these represents a lifecycle with the shop
floor marketplace at the center. As mentioned above, the New
MES must be able to ensure the CPSrelated communications
involve all manufacturing-wide processes, not only the immediate
next step. As decentralized activities take place, MES must ensure
it updates the full context for analysis and transactions in all
systems. To handle this, Industry 4.0-ready MES needs to have a

Actions/
Transactions
POST-

PRE-

MES Services

Database
Workflow EngineStored Rules

For next-generation business processes both within the
plant and throughout an enterprise, Industry 4.0 envisions
vertical integration. MES has always been the layer
intermediating between ERP and other enterprise systems

Figure 5: Vertical integration requires a dynamic workflow engine with
rules that govern the MES services for processing actions and transactions.
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Proven Business Benefits
The marketplace is\ one of the keys that makes Industry 4.0 so compelling for a business. With the real-time
granular decision making happening “in the fog” of the CPS and CPPS, production can happen in an optimized
way. The marketplace bidding results in work going through a production path that is as fast, low cost, and
efficient as possible for every product configuration or equipment setup. That best path through the plant will
help with utilization and throughput time. This individualized path through production can cut cycle time, cost,
and defects compared to end-ofprocess personalization, as shown in Figure 1 on page 5. Because each piece of equipment
or factory in a network is bidding to work on products based on their current status, in real time, products negotiate the
fastest, lowest cost, and most reliable option for routing themselves. Of course, the IoT-enabled autonomy also reduces
lag-times and effort from human beings, including some of the specifics of rigid detailed scheduling. People will be critical
in setting up the rules for the operation of the marketplace, troubleshooting it, and ensuring continuous improvement.
They will not be as busy with expediting, running equipment, and other such tasks. As noted before, the binding process
also creates a complete genealogy record including equipment and recipe used at each step. This is not new for MES, but
in a future scenario where operations are also physically decentralized, the genealogy could be written directly in the IoT
device and readable from the product itself at any time, during or after manufacturing. Being able to see this in the field
could be a boon for medical devices as well as avionics, automotive, and other electronics.
dynamic workflow system capable of orchestrating processes
through calls to the capabilities of any functional module.
Workflow rules can be stored in a database, ready to serve the
MES services as they orchestrate from equipment to enterprise
and supply chain, as seen in Figure 5 below.

Horizontal integration
This facet of Industry 4.0 is broader than the plant – or the
enterprise. This is where the end-to-end supply chain or
value network of a company can be better synchronized. The
shop floor marketplace can be replicated at the supply chain
levels, with plants and lines bidding on work as well.
To do that, the MES in each plant must have complete
information readily available about current and upcoming status.

MES has always provided information on material status and
position, as well as manufacturing capacity. However, the shop
floor marketplace means this is a far more dynamic picture than
it was previously. The decentralized logic of the New MES must
feed into the updates, not only across the enterprise, but out
to suppliers, contract manufacturers and distribution partners
as seen in Figure 6 below. This matches the Industry 4.0 vision
of smart supply chains. This requires the New MES to have a
service-oriented architecture (SOA) and modular functionality.
Exposing services that serve up current information on the
dynamic state of production in a secure and in-context format
that other systems can accept is crucial for the emergence of the
“smart supply chain” that high-tech industries are already working
toward at a fast pace. Ideally, the MES also provides visibility into a
complete 3D representation of all objects or CPS and CPPS in the

Supply Chain
Control Tower

New MES

New MES

New MES

New MES

Customer

New MES

Figure 6: The Smart Supply Chain requires not only a supply chain control tower, but also a New MES in each facility to ensure optimized service and cost.
44 | INDUSTRIAL PRODUCT REVIEW | November 2018

Proven Business Benefits
Having vertical integration to ensure business processes run smoothly “top floor to shop floor” is not a new
concept for MES. However, it’s far more complex with the ever-changing shop floor marketplace in the center.
One example of an area where benefits are likely is in sampling plans for quality. These plans define a
specific measurement or procedure that must happen as every X lots become products on a given piece of
equipment. These plans lie above the CPS/CPPS level. Another would be aggregating multiple measurement
points for statistical process control (SPC), knowing to look, for example, for seven consecutive points going either up or
down. Predictive asset maintenance will also involve higher level plans interseting with the CPS/ CPPS actions and status.
The key here will be the ability to turn on new MES capabilities on the fly, without complex integration, installation or
implementation. If core MES can expand to accommodate maintenance, scheduling, quality, and other functions, and
to support the constant stream of new and uniquely configured products, the speed and cost visions of Industry 4.0 can
become reality.

Ready to implement Industry 4.0?
As companies embark on their Industry 4.0 initiatives, many are trying out new technologies and approaches.
What becomes clear is that they will not bring it to full scale and benefits without a New MES. As described above,
that means New MES must have all of the functionality that traditional MES has, plus some advanced capabilities:
CONNECTIVITY

DECENTRALIZATION

The New MES can connect to IoT-enabled
products and equipment. It can also manage
and control unconnected devices. In this
environment, it must also secure assets, both
physical and digital.

The New MES will be implemented centrally,
but be able to handle the decentralized
execution of the shop floor marketplace. It
models objects, provides services, and has
context resolution to create a complete
genealogy through a routing it does not
specify, but rather monitors.

MOBILE
Beyond the MES GUI on mobile, the New
MES can uselocation data effectively and can
present current asset and product state in
augmented reality to improve maintenance
and operations.
CLOUD
As network latency, security, and reliability
issues are rapidly evolving, cloud hosting
for the New MES becomes more and more
attractive.
ADVANCED ANALYSIS
Real-time visibility and improvement of
plant performance metrics is central to the
New MES. It will also leverage predictive and
prescriptive analytics in the plant, and feed
enterprise big data initiatives.

VERTICAL INTEGRATION
The New MES will continue to integrate
seamlessly with equipment and automation,
as well as enterprise systems through
a dynamic workflow engine with rules.
HORIZONTAL INTEGRATION In addition to
working across plants in one enterprise,
the New MES delivers critical capabilities
in coordinating the smart supply chain. As
relationships become more dynamic, this
integration must be as well.
HORIZONTAL INTEGRATION
In addition to working across plants in one
enterprise, the New MES delivers critical
capabilities in coordinating the smart
supply chain. As relationships become more
dynamic, this integration must be as well.
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Proven Business Benefits
The faster information travels in the supply chain, the more effectively the partners can work together. Today,
the plant operations information is often somewhat dated or guarded. Coming from the IIoT-enabled shop
floor marketplace, companies will still be able to filter information for each trading partner, but will be able to
show the current state in closer to real-time and with down-to-the-item granularity, if they wish. As products
in the field report back any issues they experience, it may also help troubleshoot production processes and
material issues across partners more quickly. This may, in turn, also permit better customer service to those who have
received products that might be affected by a problem. A dynamic representation of the plant and its status (a plant digital
twin) enables people to get a visual of what’s actually happening in the dynamic shop floor marketplace, even if they are
not physically located there but in an office or a partner’s site. Beyond that, this full-plant digital twin will allow planners to
conduct simulations more easily and visualize the results more effectively than ever before. Supply chain analytics will be
able to reach a new level in this Industry 4.0 scenario. This is particularly true with the emergence of Manufacturing as a
Service (MaaS), where factories may bid on complete production or on particular processing steps. Specialization in steps
that the facility performs particularly well may eventually lead to more bidding on those specific process steps.

facility at any given time, with status. This can be thought of as a
digital twin of the dynamic production process.

The new MES fosters Industry 4.0 benefits
Industry 4.0 is a brave new world and new technologies will
be important. Even though MES has been around a long time,
the New MES is really different from most of the systems in use
today and is itself laden with new technologies and concepts.
Figure 2 on page 6 summarizes the differences. This new form of
MES is needed for Industry 4.0 and related initiatives to succeed
in innovation-driven industries with complex processes. This is
a recap of the benefits by objective for an Industry 4.0 initiative.
Typically, all of these are in scope and work together.
Personalized products
Perhaps the number one driver for Industry 4.0 is a move to mass
personalization. While not every product will be made
in lot size of one, the capability to do this makes
plant and supply chain operations exponentially
more complex. The New MES is the orchestrator for
the shop floor and supply chain marketplaces. In
this environment, many traditional MES and enterprise
approaches are not suitable. The binding of CPS and CPPS with recipes
and instructions enables control, visibility and documentation of the
activities in the plant marketplace and out into the supply chain. This is
critical for ensuring that each individual product gets to the right next
step reliably to result in a fully personalized or customized product.
This is a problem that’s intractable with traditional methods for guiding
operations.
Low costs
The goal of Industry 4.0 is to continue the trend to lower production
costs even in the high-mix, personalized product environment. Lean
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concepts combined with increasing automation have
created lower costs for manufacturers for years.
Industry 4.0 technologies such as robots, IIoT, AR,
VR, mobile and cloud all help reduce the need for
people to do repetitive work. However, the data all of
this creates is not ready for enterprise consumption. MES
is essential to efficient and streamlined production as the orchestrator.
In that process, it also generates the context needed to use all of
that production data anywhere in the enterprise or supply chain –
including advanced analytics.
Speedy demand response
One of the advantages of producing in small lots is the ability to
respond to demand rapidly and accurately, with
minimal inventory carrying cost. Producing to
demand is also a foundation of lean manufacturing.
The shop floor marketplace is designed to enable
this and the MES, as we’ve highlighted previously,
is critical to marketplace functioning. It provides the
connection between CPS and CPPS, both for current process and
historical visibility. Beyond the shop floor marketplace, the MES also
connects out to supply chain partners.
Perfect quality
MES has always supported quality both functionally
and through a workflow engine with rules. In
Industry 4.0, ensuring quality is no longer as simple.
Each personalized or configured product may
have a unique set of specifications and processes.
The New MES’ binding service and dynamic workflow
engine and its rules together allow quality assurance, even when
every product is a bit different. It also coordinates with supply chain
partners, feeding information on quality where it’s needed.

Rapid new product introduction
Innovation-driven companies must be able to
successfully bring new designs through the entire
lifecycle through production and distribution
smoothly. The New MES enables this by delivering
production context to the dramatically increased
amount of data available with smart products.
Complete context from the plant out into the supply chain can
also be critical to boosting supplier and contract partner quality
as they can more fully understand why problems happen. R&D in
every supply chain partner has more clarity from past and current
products as they work on new product designs.
Better decisions
Industry 4.0 offers many advantages and among them
is the ability to use advanced analytics to make
better decisions. Predictive and prescriptive analytics
are the future and they would be crippled without
the context provided by MES. Getting a temperature
reading directly from a CPPS sensor means nothing
without the information on what is being produced,
what recipe is being used and the specifications of that CPS. The
decisions enabled by the New MES and its context-rich information
and 3D digital twin are not just for plant operations, but for product
development, process and plant engineering, quality, maintenance
and supply chain areas. They can also flow in to impact finance and
strategy with a clearer understanding of what’s possible and profitable.
Of course, all of the operations personnel need context for their
real-time decisions as well. MES has always served this role, but as
more is automated and autonomous, people need clear and quick
visuals. The plantwide and taskspecific visualizations through VR and
AR will enable all of the cost, quality and speed initiatives.
Suffice it to say, companies are moving to Industry 4.0 to
alleviate some of the pressures their operations feel today. The
New MES is designed to support, orchestrate and provide
context and optimization to all of those new approaches and
technologies. It’s truly the backbone of Industry 4.0.
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Critical Manufacturing drives business value through the
convergence of intelligence, operations, and automation
technologies for Industry 4.0. Critical’s approach and leading
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The New Transmission for a Hybrid Car
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ABSTRACT
The article deals an innovative device presented in the patent
application PCT RU 2017000589, the mechanism for optimization
of the work and coordination of the internal combustion engine
with transfer of energy to the driving wheels. An original way of
incorporating transmission elements through a differential to
which the rotational energy is transmitted is proposed. When the
engine energy is transmitted, the transmission ratio and torque are
automatically adjusted, depending on the load on the output shaft.

1. Introduction
The internal combustion engine has a definite dependence
on the output power, on the rotational speed of the shaft and
has optimal values only in a narrow interval, usually at high
revolutions. Compensation for this disadvantage is due to the
use of the gearbox. The problem solved by the transmission is
the matching of the speed of the wheel to the engine speed to
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ensure optimal operation of the engine in any mode of motion,
from the very start to a full acceleration. At the same time, it
is necessary to provide sufficient torque on the wheels of a
vehicle. The devices offered for consideration fully solve these
problems. They are simple, which means they are reliable and
cheap. In addition, they do not require adjustment and control
during operation; they are adjusted to the mode automatically.
Such a device allows repeatedly expanding the range of optimal
operating modes of the engine multiply. This transmission
includes planetary asymmetric differential mounted on the drive
axis, around which they are able to rotate, having one input and
two outputs [1] . Energy flow is divided into two parts. One part
with a large torque, and low speed is fed to the output shaft. The
second part, through the power clutch of sliding, is connected
to the drive shaft and stretches behind it, causing the whole
mechanism of the differential to rotate around its axis. If there is
no slippage, the entire mechanism then rotates together with
the shaft and gear ratio is equal to one. The torque will be equal
to the torque of the engine. If slippage in the clutch increases,
the output shaft of the differential connected to the clutch is
decelerated, the rotation of the differential around its axis then
slows down, and the engine energy is more heavily transmitted
through the gears of the differential. Gear ratio is increasing;

Figure 1

torque on the output shaft is also multiplied. With a gear ratio of
the elements of the differential to fifteen, the efficiency is not less
than 0.95. The torque is also increased by a factor of fifteen. When
the load on the shaft changes, the transmission ratio and torque
automatically change.

2. Operation of the Device
The scheme of the transmission is shown in the Figure 1. The
input of the differential the planetary carrier 7 is connected to
the motor shaft 1. A rotor of the generator 2 also connected to its
input 1. One output is connected to the output shaft of the first
differential 10, and the second output, through the central gear 3
is connected to the stator of the generator 4 and the stator is able
to rotate about the output shaft of the first differential 10, and the
second output, through the central gear 3 is connected to the
stator of the generator 4 and the stator is able to rotate about the
axis. The stator together with the rotor forms an electric machine
of double rotation. The second output of the first differential is
also connected to the controllable friction clutch 5. The response Figure 1.
part of this clutch is connected to the transmission housing. The
Figure 1. The scheme of the transmission. 1. Motor shaft; 2. Rotor of the
friction clutch 5, has the ability to lock the second output and the
generator; 3. Central gear; 4. Stator of the generator; 5. Friction clutch; 6.
8. Satellites; 7. The carrier of the planetary gear; 9. Central gear; 10. Output
stator of the generator, connecting it to the housing. Rotation
shaft of the first differential; 11. Disc of the friction clutch; 12. Friction
from the motor is transmitted to the rotor of the generator 2 and
clutch disk connected to the second differential output; 13. Crown; 14.
to the carrier of the differential 7, then through its elements 8, 9
Satellites; 15. Central gear; 16. The carrier of the planetary gear; 17. Output
to the driven shaft 10 which rotates in the same direction as the
shaft; 18. Synchronizer assembly; 19. Electromotor; 20. Electromotor
motor shaft rotates and to the second output of the differential
shaft; 21. The carri- er of the planetary gear; 22. Satellites; 23. Inductor of
3, is connected to the stator of the generator 4, which tends
electromagnetic clutch; 24. Central gear; 25. Anchor of electromagnetic
to rotate to the side, reverse to the direction of rotation of the
clutch; 26. Output shaft of the electromotor; 27. Crown.
generator rotor. If there is an electrical load in the generator
circuit between the stator and the rotor, as a result of mutual
induction, a force arises that entrains the stator behind the rotor,
of the controllable slip clutch 12. The response disk 11 of which
partially blocking the differential. This causes it to accelerate
is connected to the input of the differential. The coupling does
its rotation around its axis, which leads to a reduction in the
not connect the drive shaft and slave directly, but only controls
transmission ratio consisting of the transfer of motion through
the operation of the differential. When the clutch does not slip,
the differential elements and rotation around the axis, which
the differential is completely blocked, the gear ratio is equal to
increases the speed of rotation of the driven shaft. If necessary,
one, torque at the output is equal to the torque at its input. When
the second output of the differential is locked by a coupling,
the clutch slips, more energy is transferred from the carrier 16
connecting it to the housing, transforming the differential into a
through gears 14 to the crown 13, connected to the output shaft.
reducer. The stator of the generator stops. Since the generator is
Gear ratio and torque on the output shaft are increased. Such a
a reversible electric machine it can be used to start the engine,
clutch mechanism can be installed into a conventional, not only
as well as to increase the acceleration rate of a vehicle at start-up
in a hybrid, car. It will provide a multiple increase in torque on a
and in other cases, as well as for driving on electric traction.
wheel during the start and acceleration, as well as smoothness
3. Operation of the Coupling Mechanism
(softness) in the operation of the clutch mechanism.
The second differential is a coupling mechanism, which,
4. Connection of the Electric Motors
moreover, can increase the output torque during acceleration.
Electric current produced by the generator when controlling
This makes it possible to greatly simplify transmission. For
operation of the first differential mechanism is supplied to
example, during acceleration, when the clutch slips, the torque
consumers, for example, to electric motors connected to wheels
can be increased several times, and the first gear will not be
not connected to the driven shaft of the transmission. They are
required [2] . Input of the differential and its two outlets are also
connected via a device consisting of an asymmetrical planetary
concentrically arranged on one axis. One output of the second
differential gear and an electromagnetic clutch of the slip
differential is connected to the crown 13 and to the driven shaft
connected to it. The mechanism can be located in the motor
17. The second output the central gear 15, is connected to a disk
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Figure 2. Machine model.
1. Motor; 2. Generator; 3. Clutch.

Figure 2.
housing, in its own housing, or inside a wheel. The motor shaft 20
is connected to input of the differential with its planetary carrier
21 and the anchor of electromagnetic clutch 25. One output
of the differential is connected to the crown 27 connected to
the output shaft 26 and the second is connected to inductor
23. The second output of the differential tends to rotate in
the opposite direction with respect to direction of rotation of
the motor and the first output of the differential, but bringing
up electromagnetic induction force between armatures and
inductor. The armature pulls the inductor and the second output
of the differential with the central wheel 24, partially blocks the
differential and reduces overall
transmission ratio, contributing
6
to the acceleration of the driven shaft. With increasing load on
the driven shaft, the mutual sliding of the rotor and the inductor
increases, and the rotation is mostly transmitted through the
gears of the differential, its rotation around the axis slows
down, the transmission ratio to the driven shaft increases. Shaft
rotation decreases, and torque increases. With a constant torque
and the rotor speed of the electric motor, the turnovers of the
10shaft and the torque automatically on vary within wide
driven
limits, depending on the required torque value. Their values are
determined by the parameters of the differential. At start of a
vehicle, the gear ratio from the electric motor to the driven wheel
is maximal. The torque is also maximal and equals multiple times
the engine torque.

5. Conclusions
This Method for Automatically Converting of Gear Ratio and
of Torque is described in the author’s article [3] and discussed
in [4] . All three main elements of the transmission always work
in the automatic adjustment mode and in the optimal mode.
This connection of the generator and the motor allows the
use of a wide range of the changes in attitudes and torque on
the output. The clutch mechanism does not transfer the entire
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torque through the friction clutch discs, but only part of it. The
load to the clutch is less than in a conventional design. Electric
motors operate in the optimal mode from the very beginning
of the movement. All three main elements of the transmission
always work in the automatic adjustment mode and in the
optimal mode. The important quality of such a transmission is
its simplicity. The fabricated and investigated models of such a
transmission showed its reliability and optimal operation in all
modes.The transmission elements demonstrate the declared
1 Figure 2 shows
qualities.
one of the models, used to test the properties of the
mechanism. Here, the motor is connected to the generator so
that the transmission ratio is to be equal to sixteen. In the clutch,
the torque is doubled.
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Schaffner introduces smallest
3-Phase book style EMC Filters
S

chaffner introduced its FN 3287 and FN 3288 Series
3-phase book style EMC filters designed for motor
drives, power drive systems and other power converter
applications.
These 3-phase book-style EMC filters can help
manufacturers design and build solutions that comply
with all EMC directives. The new filters are based on a
design that delivers a reduced footprint, and integrates
the connection terminals within the filter cubical.
The filters can provide standard or high-attenuation
performance requirements as well as low leakage current
fulfillment. They are available with 11 current ratings
from 10 to 160 A. Both series are available for 480 VAC
and the FN 3288 series also for 690 VAC and IT network
applications. All models are CE, UL and ENEC approved
and RoHS compliant.

Features and benefits:
 FN 3287 and FN 3288 series of filters provides state-of-

the-art EMI attenuation based on an innovative filter
topology. They help to ensure compliance with Class
C2 or even C1 limits.
 The slim book-style shape allows a convenient and
space-saving installation next to inverters, converters
or motor drives.
 The compact FN3287 and FN3288 filter from 10 to
160A are designed for the most diverse applications
worldwide, including machinery and machine tools.
 FN 3288 HV filters up to 160 A are applicable for 690
VAC distribution networks.
 FN 3288IT and FN 3288HVIT filters up to 160A meet the
special requirements for IT distribution networks.
 Low leakage current filter versions help to fulfill tough
requirements (<3.5 mA) in respect of leakage current
limitation.

Typical applications:
 Three-phase variable speed drives and power

drive systems (PDS)
 Machine tool and machinery equipment
 IT power distribution networks (FN 3288IT and

FN 3288 HVIT)
 General energy conversion devices (inverters,

converters)
 Process automation equipment
 Three-phase power supplies
 Low-leakage current requirements
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Introduction
The organizations are recognizing that translating corporate
strategies into actions requires projects. Consequently, it is vital
that projects are successful. According to several authors, including
Shenrar et al. [1], Baccarini [2], De Wit [3], Wateridge [4], Munns and
Bjeirmi [5], Liu and Walker [6], Cooke-Davies [7], Khosravi et. al. [8], one
theme within project management that is frequently discussed but
seldom agreed upon concerns the notion of project success. Which
was emphasized by Els et al. [9], conclude that most researchers have
agreed to disagree on what constitutes project success. Prabhakar [10],
stated that neither the practitioners nor the academicians seem to
agree on what constitutes project success, and it seems to be a rather
elusive concept.
According to Kerzner [11], the definition of project success has
changed over the years. Project success means different to different
stakeholders [12], this led to disagreements, because of varying
perceptions and perspectives, as to whether a project is successful
or not. Collins and Baccarini [13], arrived at the conclusion that there
is a positive relationship between project management success and
project success. Munns and Bjeirmi [5] argue that successful project
management will contribute to the achievement of projects, but
it will not stop a project from failing to be successful. Turner [14]
suggests there is no point in determining success factors until one has
identified the success criteria in the first place. Which was emphasized
by Yusof et al. [15] noted that the success factors alone, project
success would not be perfect without the success criteria. In recent
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Overview Success
Criteria and Critical
Success Factors in
Project Management

years, researchers in project management have become increasingly
interested in project success criteria and critical success factors. In order
to achieve both project management success and project success.
Projects are the main part of a business, and therefore, it is evident that
when the strategy of a company is to act sustainable, this must result in
actions in their projects, [16,17] many researchers have been confirmed
that sustainability has become one of the most important challenges
of today’s society. The relationship between project management and
sustainability is explored as one of the future developments in project
management since companies feel the external pressure to include
principles of sustainable development in their business. This clarify is
why organizations keen on to include sustainability in their business.

Success Criteria in Project and
Project Management
There are several success criteria that have been studied in order
to state the issue of project success the previous decades. A criterion
can be defined as “the principle or standard by which something
can be judged or decided” [20]. Project success criteria are the
dependent variable which measures success [27]. Success criteria as
the benchmark to measure or judge success [7,12]. Traditionally project
success criteria focused on cost, time and quality, these criteria are
no longer sufficient to measure the success of the project [28]. Many
researchers suggest that success can’t be accessed only through this
three criteria since project success is more complex [29]. Nicholas [30]
stated that the best overall criterion for project success is when the
user, project manager and system development group all think their
expectations were met or exceeded.
Along the same line, current project management guides, such as
PMBOK (PMI, 2013), still place an emphasis on the delivery of projects
within the constraint of time, cost and scope also referred to as the
iron triangle [31]. More specifically, project objectives will tend to be
either qualitative and not easily measured in any objective manner,
or longer-term and not are easy to criteria quantitatively measurable
immediately, on the contrary project management objectives that are
cost, time and quality that is the point at which project management
ends. This makes it convenient to use criteria of project management

success as a means of determining overall project success [5]. This
leads to a reference the project management criteria being a subset
of all project criteria.
According to Abdullah et al. [18] stated that in the 60’s and 70’s
the outlook regarding the project success criteria began to expand
beyond the time, cost and quality. Then in the 1980s until late 1990s,
further studies have begun to research deeper in defining project
success criteria, where it was concluded that apart from the iron
triangle of time, cost, and quality, their other criteria affect the success
or failure of a project. As in the project success literature, the project
success criteria hardly agreed upon in literature. Westerveld [32]
pointed out success criteria will differ from project to project.
However, Prabhakar [10] stated that criteria for measuring project
success must, therefore, reflect different views. Baccarini [2] asserts
that the criteria for measuring project success must be set out at the
beginning of the project to enable the project team members to
work in the same direction. Pinto and Selvin, [21] identified six project
success criteria for measuring the success of projects. Freeman and
Beale [33] reviewed the project management literature, identified
seven main criteria for measuring the success of projects. Khosravi
and Afshari [34] identified five project success criteria for measuring
the success of construction projects. Bryde and Robinson [35]
identified five criteria for project success. Also, Bahia, [36] identified
eight success criteria in offshore engineering, procurement and
construction projects in Brazil. According to Al-Tmeemy et al. [37] in
their results showed that nine criteria that provide an appropriate
judgment of success at all stages of the project, three of which are
criteria that referred to the success of the project management that
is short-term goals and three criteria which referred to as the project
success that is the medium-term goals.
As well as three criteria referred to as the success of the end result
in the long term of the project’s lifecycle. Gomesa and Romaoa [38]
identified five project success criteria for project success. Mukhtar
and Amirudin, [39] their results reveal six criteria for measuring
public housing project management success and four criteria for
measuring public housing product success. Omer and Haleema
[23] identified fifteen project success criteria for oil and gas project
success in Libya. Their findings indicate that the traditional measures
of the iron triangle time, cost, and quality are no more applicable to
measuring performance on oil and gas projects, however, they did
not distinguish between key performance indicators and success
criteria, describing both as metrics used to measure the performance
and success. ALTmeemy et al. [37] in their study results indicated
that a categorization scheme for success criteria for building projects
should include the categories of project management success,
product success, along with market success. Toor and Ogunlana [40]
stated that success of future projects will be increasingly measured by
the criteria of strategy, sustainability, and safety.

Critical Success Factors in
Project Management
The concept of “success factors” was coined in 1961 by D. Ronald
Daniel of McKinsey & Company, it was refined into critical success

factors in1981 by John F Rockart, since then many authors have
published lists of critical success factors (CSFs). Rockart, [41] defined
critical success factors as “the limited number of areas in which
satisfactory results will ensure successful competitive performance
for the individual, department or organization”. Baccarini and Collins,
[42] see a project’s critical success factors as “important influences that
contribute to project success” [27].
Amade1 et al. [43] stated that critical success factors are the few
key variables or factors that the manager should prioritize in other to
achieve his/her goals for current or future areas of activity. According
to Alias et al. [44] critical success factors are inputs to project
management practice which can lead directly or indirectly to project
success. Effective and efficient management of critical success factors
is the basic requirement of project success [24]. According to Baccarini
[45] stated that to increase the chances of a project succeeding it is
necessary for the organization to have an understanding of what are
the critical success factors, to systematically and quantitatively assess
these critical factors, anticipating possible effects, and then choose
appropriate methods of dealing with them.
There are many researchers who conducted different researchers
in order to find out various critical success factors for the project
success. Pinto [46] identified ten critical success factors related to
successful implementation. Kerzner [47] identified six critical success
factors for successful projects. Pinto and Prescott [48] studied ten
critical success factors at each of the four stages of the project
lifecycle. Belassi and Tukel [49] they presented critical success factors,
they grouped these factors into four areas: factors related to the
project, project manager and the team members, the organization
and the external environment. Cooke-Davies [7] he stated that the
development of CSF is related to answers the following questions:
“what factors lead to project management success?”, “what factors
lead to a successful project?” and “what factors lead to consistently
successful projects?”.
Baccarini and Collins [42] identified fifteen critical success
factors for projects. Fortune and White [50] reviewed sixty-three
publications on critical success factors (CSFs). As a result of their
work provided twenty-seven critical factors. Anderson et al. [51]
studied the relationship between project success factors and actual
project success. And nine critical success factors identified. Khan and
Spang [52] classified critical success factors into four dimensions:
organization factors, project factors, people factors and national
factors in a way to highlight the extent of influence of national factors
on international projects. They found out that the success of any
international project is largely influenced by the national factors.
Fiberesima and Rani [53] identified thirteen critical success factors
are of high importance within the deep-water oil and gas project
portfolio management. Pakseresht and Asgari [54] identified twentysix critical success factors in construction projects.
More recently, there is an increasing number of researchers on
critical success factors, for example, Gudienė et al. [55] identified
ten critical success factors that are of great significance both to
researchers and industry practitioners for construction projects in
Lithuania. Almajed and Mayhew [56] identified eight critical success
factors of IT projects in Saudi Arabian public organizations. Ofor, [57]
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identified four CSFs that lead to the success of projects in Ghana.
Adnan et al. [58] identified six factors that considered as critical for
construction project success and found out that there is a set of
different critical success factors for the different objectives which are
time, cost and quality.
Amade et al. [43] identified six critical success factors of the
public-sector construction project in Owerri, Imo State of Nigeria. AlAgeeli and Alzobaee [20] identified twelve critical success factors and
thirteen critical failure factors in construction projects. As one of the
first studies in its kind Banihashemi et al. [59] proposed a set of CSFs
for integration of sustainability into project management practices on
construction projects. Wang et al. [60] identified eleven critical factors
for sustainable project management. Omer and Haleema [23] in their
research classified critical success factors into five groups: factors
related to the company, factors related to the project management,
factors related to the project manager and project team, factors
related to the contractor and factors related to the environment. {How
many CSF (Total)? We think more than 80, for sure there are many
similar CSFs, but if we will state all it, it will be extra information and
too long paper}.
According to Westerveld [61] in both theory and practice, need
to relate critical success factors to project success criteria. Iram et al.,
[24] their findings of this study show that both critical success factors
and project success have very close and significant relationship with
each other. Wateridge [61] suggests selecting the CSFs at the outset
of a project and clarify the success criteria accordingly so that all
stakeholders appear to agree on it. Alias et al. [44] stated that study
of project success and critical success factors is considered as one of
the vital ways to improve the effectiveness of project delivery. Review
of literature on CSFs shows that the issue of critical success factors
in projects has been researched extensively in the past and present.
Generally, critical success factors are a set of project variables or
factors that are strongly related to project success and lead to project
success, when managing these factors in the best possible manner.

Sustainability in Project Management
The relationship between project management and sustainable
development is rapidly gaining interest from both practitioners and
academics recently. Silvius et al. [62] have been confirmed that the
relationship between sustainability and project management is still an
emerging field of a stud. Silvius and Schipper, [63] they stated that the
logic behind this relationship is that sustainability needs change and
projects are realizing change. Silvius et al. [62] in their study concluded
that in the near future the attention to sustainability in projects
will grow. Along with academics, practitioners have also expressed
an interest in understanding the linkage between sustainable
development and project management. The Brundtland Report gives
the most adopted definition of sustainable development, which is
“to meet the needs of the present without compromising the ability
of future generations to meet their own needs” [64]. Elkington, [65]
stated that sustainability is about the balance or harmony between
economic sustainability, social sustainability, and environmental
sustainability. Silvius and Schipper [63] stated that the balance
between economic growth and social wellbeing has been around as
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a political and managerial challenge for over 150 years.
Despite the rising attention on clarifying the fundamentals
of sustainable project management, only a few authors have
attempted to define the concept. Tam [66] incorporates all three
pillars of sustainability, social, environmental and economic, in his
definition by urging for a promotion of positive and reduction of
negative sustainability impacts over project phases. Ning et al. [67]
emphasized the need to undertake business activities without
negatively impacting future generations through a diminishing use
of finite resources, energy, pollution, and waste. Based on concepts,
Silvius et al. [62], a definition of sustainable project management, is
“the management of project-organized change in policies, assets
or organizations, with consideration of the economic, social and
environmental impact of the project, its result and its effect, for now
and future generations”.
Sustainability in project management is about integrating
economic, environmental and social aspects in the content
and management of projects. In current project management
methodologies, the management of projects is dominated by
criteria of time, cost, and quality. The traditional criteria clearly
put the emphasis on economic aspects and the social and
environmental pillars get less attention. Sadaba et al. [68] suggested
that sustainability seems at first to be counter to traditional project
management in which almost all aspects are superimposed on the
investment’s economic profitability. And assert that sustainability and
environmental issues are not specifically or systematically considered
in most major project management frameworks such as PMBOK,
ICB, ISO 21500:2012 and Prince2. And noted that transforming
strategic sustainability objectives into specific actions for projects is
a complicated process. Also, conditions for sustainable development
are difficult to achieve and even more difficult to demonstrate.

Conclusion
From literature review show, there is a lack of agreement concerning
the criteria by which success is judged. A project can be completed
on time within budget but considered as a failed project if it did not
meet company strategic objectives. Thus, project success and project
management success are not the same. Failure could be avoided by
paying careful attention to the project management success criteria and
critical success factors which if it absent cause failure. Project success
is often assessed only at the end of the project lifecycle, as project
management outcomes are available and convenient to measure.
The right project will succeed almost without the success of project
management, but successful project management could enhance its
success. Despite the fact that the success of projects has started to be
assessed using multiple criteria, but still, the social and environmental
pillars get less attention. Trying to establish a set of accepted project
success criteria seems like an endless effort.
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News

India's industrial production
growth edges up to 4.5% in
September

$5 billion of pacts signed
to give push to iron and
steel industry

T

hirty-eight pacts worth $5 billion were signed among 20
technology providers, capital goods manufacturers and
steel producers, which will give push to the manufacturing
of capital goods for the Indian iron and steel industry.
The MoUs were signed at a conclave on Capital
Goods for Steel Sector: Manufacture in India, organized by
Confederation of Indian Industry (CII) jointly with Mecon and
Steel Ministry in the last week of October.
Some of the companies that signed the pacts
were China-based ACRE, Italy-based CSM, Luxemburg
headquartered Paul Wurth, Danieli Corus — supplier of
tailor-made solutions for the primary metals industry — and
domestic steel makers and heavy equipment manufacturers,
including SAIL, JSW, Bharat Heavy Electricals Limited, MECON
Limited, Heavy Engineering Corporation Limited.
India has set a target to increase its crude steel capacity
to 300 million tonnes by 2030-31 from about 134 million
tonnes at present. “To ensure that MoUs culminate into
manufacturing of capital goods, a purchase preference
policy to cover all purchase of steel products is being
worked upon by the ministry. It will ensure that products
and product categories that are not covered by the DMI&SP
(Domestically Manufactured Iron & Steel Products) policy
will get covered by the proposed policy on line of which
has been prescribed by the DIPP,” Union steel minister
Chaudhary Birender Singh said at the conclave.

I

ndustrial production in the country, based on the index of
industrial production (IIP), expanded 4.5 per cent year-on-year
in September 2018, a tad higher than the 4.3 per cent growth
reported in August and unchanged from levels in September last
year, data released by the ministry of statistics and programme
implementation showed.
The figures for August have since been revised to 4.67 per
cent from 4.3 per cent earlier.
Cumulative growth in industrial production during the
period April-September 2018 stands at 5.1 per cent year-on-year.
Output in the mining sector expanded 0.2 per cent year-on-year
compared with 7.6 per cent in the same month last year.
Manufacturing output rose 4.6 per cent compared with last
year’s growth of 3.8 per cent.
Output in the primary goods sector rose 2.6 per cent, while
capital goods output increased 5.8 per cent and production of
intermediate goods grew 1.4 per cent in September. Production in
the infrastructure goods sector rose 9.5 per cent during the month.

30 Indian startups to participate
in Slush 2018

I

Grown from a 300-person assembly to a world-renowned event
– over 30 Indian startups are selected by Government of India to
showcase the country’s startup potential at Europe's largest startup
event Slush 2018 in Helsinki, Finland taking place on December 4–5,
2018, in Messukeskus Helsinki.
Department of Industrial Policy and Promotion (DIPP),
Government of India is setting up a Startup India theme pavilion at
Slush 2018. A similar pavilion was set up in Slush 2017 by the Indian
Embassy (Finland and Estonia) with nine startups. This year, the
evaluation committee of Startup India has shortlisted 30 startups to
participate in the event.
Kalyan-based Samiep Technology Innovations Pvt. Ltd. (STIPL)
is one of the shortlisted startups for Slush 2018. Shri. Satish Pathak,
Founder-Director of STIPL and Guest Editor of Industrial Product
Review (IPR) magazine is slated to attend the event. Last year alone,
20,000 attendees, over 2,600 startups, 1,600 investors and 600
journalists from 130 countries came to Slush to drive the world’s
transition into the Digital Age. The conference features two days
full of stage programmes, in addition to several side events, talks
at networking sessions, roundtable discussions and facilitated
workshops. Three of the 10 first speakers that Slush has announced
for 2018 are women of Indian origin.
Visit www.slush.org for a detailed programme listing.
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Beyond Factory Walls

8 Cruise Ship Myths Debunked
This article breaks down some common myths about cruises, from ‘everyone
gets sick’ to ‘cruises are for the elderly’. Many travellers, particularly
backpackers and other independent travellers, turn their noses up at the
thought of taking a cruise. However, so much has changed in the past few
years: cruises are starting to become cool again and with more options than
ever they can suit any explorer's tastes.
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M

any people have misgivings when it comes to
booking a cruise. However, a lot of the cruise ship
myths you've been hearing are outdated, only apply to a
few companies or are just outright false. In reality, cruises
can be an incredibly fun and rewarding experience - no
matter what type of vacations you're used to.
1

Cruises are expensive

While it is true that some cruises are expensive, that the
case across the board. There are cruise lines that cater to
those with a lower budget and you can select packages
that can help you cut costs. For example, if you know you
want to have a few drinks every evening, a drink package
might give you money. It is also important to remember to
double check your bill throughout the trip and know what
extra charges the cruise line is including - such as gratuity
for the staff or a per diem charge.
2

Cruises are for the elderly

One of the most outdated cruise ship myths is that cruises
are only for ‘old people’. While cruises do serve as an easy
vacation for people who are retired or need a low-impact
trip, most modern cruise companies actively cater to every
age group. There are areas designated for kids and teens,
plus lots of shows and activities that appeal to the 20-or30 something crowd.
3

Ships serve low-quality food

If you are thinking that the food served on cruise ships
is below average, think again. Most ships will include
meals in your ticket, meaning you can eat at specified
restaurants for no extra charge. Ships often have a large
buffet-style dining hall, but there will usually be several
other restaurants that are included - the key is knowing
which restaurants and making reservations for your group
if they fill up quickly.
4
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Cruises only go to the Caribbean

Although many cruises do go the Caribbean (it is beautiful,
after all), it shouldn't be assumed that those sun-soaked
islands are your only option. Far from it - you can take a
river cruise through historic ports in Europe, sail the coast
of Alaska, travel up the Amazon River, sail through Arabian
Sea from Mumbai to Goa or even cruise all the way down
to Antarctica.
5

Time on the open ocean is boring

For some people, the long stretches of time spent on the
open water can be intimidating. But while you will usually
spend at least one or two full days between ports, most
ships are well and truly prepared to entertain you during
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that time. Lots of larger ships have live performances
(everything from comedy to musicals to ice skating
shows), as well as sports courts, pools (some with water
park-style slides), and even casinos. Most large ships also
have a gym or a jogging track, so passengers can stay
active while at sea. If passengers are just looking to relax,
larger ships will usually have spas and plenty of shops to
browse through.
6

Please fill in the information below and send the
subscription form alongwith your cheque/DD to:
Industrial Product Review (IPR),
MediaNext Infoprocessors Pvt. Ltd.,
2117, Sadashiv Peth, Vijayanagar Colony, Pune – 411030
Tel: 020-2433 6960 / 9002 | Helpline: 9823696960
Email: sales@iprmagazine.com | Web: www.iprmagazine.com

IPR SUBSCRIPTION FORM

You will get a horrible illness

There are plenty of horror stories floating around about
illnesses contracted while on cruise ships. However, this
myth tends to be false - or at the very least overblown.
While people do sometimes get sick on cruises the
ship's staff are prepared to handle it - most ships will
have a medical center on board and staff are trained in
general health and safety. Large cruise ships take several
precautions to prevent disease, like educating passengers
about preventing illness on the first day and having hand
washing stations at buffets and other food service areas.
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Cruise ships are crowded

Depending on the size of the ship, cruises can have
anywhere between a few hundred and a few thousand
guests. But surprisingly, even ships with 5,000 passengers
don't usually feel crowded. The large ships offer a wide
variety of choices for dining and entertainment, so
everyone ends up spread out throughout the vessel. While
it's smart to book the more popular shows and restaurants
in advance, you usually won't have any trouble doing the
activities of your choice.
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The excursions offered are boring

Some people feel that a cruise ship itinerary prevents
them from truly experiencing the culture of the places
they are visiting. This can ring very true; however, it is still
possible to get an authentic local experience. Cruise ships
will usually offer a catalogue of excursions- everything
from snorkelling to day-trips to private beaches. Picking
activities like snorkelling with a local guide or touring
historical sites can make a trip feel more authentic and
some ports allow cruise passengers to simply wander
around town on their own. Excursions like zip-lining and
jet skiing, however; will often feel like you could be doing
them anywhere else in the world.
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Cruise ships tend to get a bad np. But when you give
the old myths a closer look, it is clear to see that they no
longer hold true in most cases. Taking a cruise can be as
exciting and authentic as any other vacation - you just
have to be proactive, spend wisely and keep an open
mind.
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